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1 How to Use This Manual

This manual describes all features supported by the Stellar AP and provides instructions and examples for
configuring ALE series Access Point (AP). It is designed for network administrators who are responsible for
configuring and maintaining the Wi-Fi network. It assumes the reader is familiar with Layer2 and Layer3
networks and 802.11 protocols and related technologies. The manual covers an introduction to the Stellar
AP and configuration samples. The examples describe the general steps of setting up a Wi-Fi network based
on several typical deployment scenarios. It is useful for those new to the ALE Access Point configuration and
those already familiar with the software wanting to know more about certain functions.

Access Stellar AP Through the GUI

This manual is developed for the Stellar AP GUI. Each Stellar AP supports up to three simultaneous GUI
connections. The GUI is accessible through a standard web browser from a remote management console or
workstation. The GUI includes configuration wizards that guide you to change administrator password and
complete basic WLAN configuration. In addition to the wizards, the GUI includes a Dashboard monitoring
feature that provides visibility into your wireless network’s performance and usage. This allows you to easily
locate and diagnose WLAN issues. For details on the GUI Dashboard, see Dashboard Overview.

Document Conventions

The following conventions are used throughout this manual to emphasize important concepts:

It indicates helpful suggestions, pertinent information, and important things to remember.

It indicates a risk of damage to your hardware or loss of data or some incorrect or improper operation that should

cAuTIoN be avoided.
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2 Configuration Sample

This chapter describes the general steps to configure the Stellar AP with respect to several deployment
topologies. Follow the configuration steps in the guide to configure your Stellar AP. This chapter contains

the following topics:
AP Group without ALE OXO server
AP Group with ALE OXO server (ZTP)

Scenario 1: AP Group Without ALE OXO server

L ]
@— Internet

Router
A
Switc

Server

Figure 2-1 AP group without OXO

Following are the requirements for this scenario,

= There are three APs in this group. All APs connect to a standard PoE switch and the PoE switch connects
to the core router. The core router provides DHCP server function to both APs and clients. The Primary
Virtual Controller (PVC) in the group will be responsible for portal server, AP and client management
and monitoring.

= All three APs broadcast three SSIDs: Employee, Guest and Voice.

= The Employee WLAN is used for company staff, by which both internal servers and the internet are
accessible.
For security, this WLAN will use 802.1x authentication methods. Anyone who tries connecting to this
WLAN will be requested to input the user name and password registered in an internal RADIUS server.

Stellar AP User Guide
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= The Guest WLAN is designed for guests and can access the internet ONLY. It uses a captive portal
authentication and a portal page will pop up when browsing any website. Guest can access the Internet
only after inputting the access code or user name and password provided by the network administrator.
The splash page can be customized to the customer’s style.

= The Voice WLAN is designed for VolP application ONLY. It will authorize voice traffic to be highest
priority in QoS profile so as to provide a stable voice connection. The SSID will be hidden and
inaccessible to both internal and external networks.

= ALL APs usage and client connections are visible in the Ul dashboard.

According to the topology, the clients are separate in three service VLANs (For example: VLAN 100, VLAN 200
and VLAN 300) while APs are in the management VLAN (default VLAN of the switch ports, for example: VLAN
1). The APs and clients will be assigned an IP address from the DHCP server via the router. The router is the
default gateway for APs and clients. Following are the detailed configuration steps:
= Step1: Configure a PoE switch as follows:
1) The ports used to connect the APs have their default (untagged) VLAN as the AP management VLAN;
2) Add tagged VLANs to the ports for all WLANs that will be created on the APs;
3) Tag (trunk) all of the user and AP-Management VLANs on the uplink between the switch and the
router.
= Step2: Connect all APs to the PoE switch and all APs will obtain an IP address from the DHCP server.
Login to the AP group, change the administrator password and initially create WLAN ‘Employee’ using
the wizard. Refer to Connect to pre-defined SSID and browse URL and Using the Initializing Wizard for
details. Refer to Modify Your WLAN to set the mapping VLAN for WLAN ‘Employee’.
= Step3: Create WLAN ‘Guest’ as per the steps in ‘Create New WLAN’ and configure the captive portal

authentication according to ‘How to configure captive portal authentication’.
= Step4: Create WLAN ‘Voice’ as per the steps in ‘Create New WLAN’.

Step5: Configure ACLs according to Access Control List to restrict the access domain of each WLAN.

7

= Step6: Check AP, Client and monitor the performance in the dashboard. Refer to Dashboard Overview

for detail.
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Scenario 2: AP Group With ALE OXO Server (ZTP)

L ]
@— Internet

. Router OXO

Server

Figure 2-2 AP group with OXO

Following are the requirements for this scenario,

>

>

2>

There are three APs in this group. All APs connect to a standard PoE switch and the PoE switch connects
to the core router and an ALE OXO server.

All three APs broadcast three SSIDs: Employee, Guest, and Voice.

The Employee WLAN is used for company staff, by which both internal servers and the internet are
accessible.

For security, this WLAN will use 802.1x authentication methods. Anyone who tries connecting to this
WLAN will be requested to input the user name and password registered in an internal RADIUS server.
The Guest WLAN is designed for guests and has access to the internet ONLY. It uses a captive portal
page authentication and a portal page will pop up when browsing any website. Guest can access the
Internet only after inputting the access code or user name and password provided by the network
administrator. The splash page of captive portal authentication can be customized to customer’s style.
The Voice WLAN is designed for VolP application ONLY. It will authorize voice traffic to be highest
priority in QoS profile so as to provide a stable voice connection. It will be hidden and inaccessible to
both internal and external networks.

ALL APs usage and client connections are visible in AP Ul dashboard.

According to the topology, APs will be assigned an IP address from the OXO server. Router is the DHCP server

for the clients. Following is the detailed configuration steps:

= Step1: Connect all APs to the PoE switch and all APs will obtain an IP address, download firmware (if

necessary) and configuration file from the OXO server.
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= Step2: The APs will reboot automatically to setup a group and allow configuration from the OXO server
take effect, all three WLANs are created.
= Step3: Check AP, Client and monitor the performance in the dashboard. Refer to Dashboard Overview

for detail.
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3 Connecting AP Group via Web Browser

Prerequisites for Setting up and Accessing AP Group

e  Connect all APs to switch and power up.

e  Ensure that a DHCP server is present and accessible in the network. The AP group uses an external
DHCP server for IP address management of the access points and the wireless clients.

e Ensure that a DNS server is available in the network, which helps to parse the web URL used to access
the AP. (Refer to Note 3-1)

e Itis recommended that your configuring terminal should have a compatible operating system and

browser.
Recommended OS Recommended Browser
*  Windows 7 *  Google Chrome 48 and later
e Window 8 *  Mozilla Firefox 48 and later
e Window 10 e Internet Explorer 11 and later
e MACOS X 10.10
e  MACOS X 10.11

After above prerequisites are met, proceed to: Connect to pre-defined SSID and browse URL.

=1 Note 3-1: The process of connecting to a single AP through web is same as connecting to AP group.

k.

E Note 3-2: It is recommended to connect only one AP at a time to the network and complete the configuration,

Mote

then plug in other APs one by one to synchronize the configurations.

Connect to Pre-defined SSID and Browse URL

The ALE WLAN solution is based on a group architecture. A maximum of 64 APs are supported in one AP Group

(Not all AP1101). All APs have the same group ID that uniquely defines the AP group and all APs have to be

in the same VLAN because the communication between group members is based on multicast. The group will

select the Primary Virtual Controller (PVC) and Secondary Virtual Controller (SVC) based on the MAC address.
The highest MAC address will be selected as the PVC and the one with the second highest MAC address will

be set as the SVC. The PVC is responsible for the group management, such as configuration synchronization,

usage data statistics, firmware upgrading, etc. and the SVC is the backup of the PVC. By default, the AP

group will advertise the pre-defined SSID ‘mywifi-xxxx’ and you can connect to ‘mywifi-xxxx’ to browse the

AP group GUI through

http://mywifi.al-enterprise.com:8080 to the initializing wizard. After you complete

Using the Initializing Wizard, the SSID ‘mywifi-xxxx’ will be deleted. (‘xxxx’ is the last two bytes of PVC’s

MAC address)

= . Note 3-3: Besides the HTTP login method (port 8080), you can also login to the web manager using HTTPS

Wil 2

4 4 -_.‘_/\_ .

il Protocol with the URL https://mywifi.al-enterprise.com,more details please refer to Web management with

Note  p7Tpg
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Note 3-4: If there is no DNS server in the network, you can connect to the AP group directly using the IP address of any
AP in the group, accessing “http://a.b.c.d:8080”. (a.b.c.d is the AP’s IP address)

Note 3-5: If there is no DHCP server in the network, the AP will default to the 192.168.1.254 address. See How to
Configure the AP if there is no DHCP server.

Using the Initializing Wizard

Initializing wizard page is loaded by connecting to the pre-defined SSID accessing the URL http://mywifi.al-

enterprise.com:8080. Login with the Administrator account and the default password ‘admin’, illustrated in

Figure 3-1. If you want to manage the AP group with HTTPS protocol, refer to Web management with HTTPS.

j | Administrator w

Figure 3-1 AP Group Login Page

The following are the Initialization Wizards:
Step1: Welcome Page

Setup Wizard

Welcome to the AP Group Web Manager

—The AP Group Management System

Figure 3-2 Initialization Wizard-Welcome Page

Step2: Change your Administrator password.
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Step 1/2 Change your administrator password

Password: sessss

confirm: sssees ]

Figure 3-3 Initialization Wizard-Modify Administrator Password

Note 3-6: It is highly recommended and a best security practice to change the default passwords for

the predefined login accounts.
Mote

Step3: Select your country code and time zone. (Only for -RW models)

Step 2/3 Choose your Country or Region

Country/Region: Algeria - DZ

Time Zone: (UTC-12:00)International-Date-Line

Figure 3-4 Initialization Wizard-Select country code and time zone

Step4: Create your own WLAN. You can click ‘Create New WLAN’ for details.

Step 2/2 Create New WLAN

WLAN Name- rnywm—emp\oyee

Band: 12 4GHz ] 5GHz

Security Level: [Personal ~]
Key Management: \ Both{wpa &wpa2) "\
Password Format:

Password: EILLIEL L] )

Confirm:

R ]

Save

Figure 3-5 Initialization Wizard-Create New WLAN
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mn Note 3-7: The VLAN assignment for the WLAN is not available in the initial wizard phase. You can
r_f_{}? modify the mapping VLAN value after the initial setup is completed, using the steps described in

mmmd  “Modify your WLAN” section which can be used to modify existing WLANSs.
MNote

Step5: Complete Confirmation Page

Notice

The setup wizard has completed. You can create more WLANS and
perform other configurations in main page.

Please connect to the WLAN mywifi-employee.

and login to the main page with your new administrator password.

Figure 3-6 Initialization Wizard-Complete Notice

.1 Note 3-8: While configuring the Initialization Wizards, please make sure your configuring terminal is connected
el — &y
bmmmdl 1O the pre-defined WLAN *mywifi-xxxx’ to keep the communication operational between AP group (or AP) and

Note web browser. If not, you may encounter the following prompt and fail to complete the wizard configuration

correctly:

o Failed to communicate with the =
-~ backend server

| Note 3-9: The pre-defined WLAN ’mywifi-xxxx’ is deleted when the wizard is completed. For additional

>
e — 5y

mmmdl CONfiguration through the wireless connection you need to connect to the new WLAN created in the wizard

Note and then login to the web main page with your new administrator password.

Connecting to the AP Group via Web

When the initializing wizard has completed and new WLANs have been created, you can connect to each of
the WLANs and browse the URL http://mywifi.al-enterprise.com:8080 to manage the AP group.

Another way of connecting to the AP group web management system is through the AP group management
IP address. For information on setting of the Management IP address refer to AP Group Management.
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The AP group web management system can be accessed through the wired network if the group
management IP address is configured and is reachable.

4 Introduction to the AP Group Web Management
System

Dashboard Overview

The Stellar AP provides a visualized dashboard for AP and client monitoring and configuration. As illustrated
in Figure 4-1 Dashboard Overview, the dashboard is split into sub-windows for WLAN Window, AP Window,
Client Window and Monitoring Window, System Page, Wireless Page and Access Page. You can briefly check
the WLANSs, APs or Clients in the dashboard or double click the framework of each window to see the details.

Administrator Logout | About Help | English [
Tools | Polling Cycle: [30s ~| 4

Alcatel-Lucent @ AP Group : mywifi_in_office - 192.168.1.200
Enterprise e

WLAN Enable: 7 [Dizable: 0

Group: mywil_n_office

WLAN Name Slatus Clients. Primary Name Slatus Clients
@R @TH @ cent
mywikempioyes [ o 4 1 & AP-DD:EQ Working 3 1 10
mywf-quest ax 2
LE C
N
i II’;I:“ 11000 191320 19628 ‘ilﬁ&ﬁ! 000 181320 1RI6EIE

Thetughputilinps) Cuont

Clients

For Group: mywi_in_offio

10,

User Name i1 MAC WLAN Auth 8

quest2 192.168.20.80 d: 7aihs:adac3g mywifl-guest PORTAL 8

4

guestl 192.168.20.1 00:26:67:63:0:16 mywfi-guest  PORTAL o 3
192.168.20,102 44:85:00:60:68:79 mywikempio..  PSK P ] ]
24GH: 5GH Fair
Chent Band

Figure 4-1 Dashboard Overview

WLAN Window
The WLAN configuration window is integrated with all WLAN related monitoring and operation tasks. There
are two modes for the WLAN Window, Simplified Mode illustrated in Figure 4-2 and Advanced Mode illustrated

in Figure 4-3. You can easily launch the Advanced Mode from Simplified Mode by clicking the WLAN Window
Frame.
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WLAN Enable: 2 Disable: 0

WLAN Name Status Clients
mywifi-employee Con @D 1
mywifi-guest X . 2
New

Figure 4-2 WLAN Window-Simplified Mode

% Note 4-1: The label below displays the number of enabled or disabled WLANSs.

Note WLAN Enable: 0 Disable: 1

Table 4-1: Key word specification in WLAN Window (Simplified Mode)

WLAN Name | Label or name of WLAN, which is composed by 0-9, a-z or other string.

Status Indicates the WLAN state, L on @ indicates that WLAN is in broadcast state, while
. off indicates WLAN is not in broadcast state.

Clients The number of users connected to the WLAN.

New Launch the WLAN creation window.

WLAN Name Status Security Captive Portal Operate
Level
mywifi-1X Enable enterprise No s
wmm
mywifi-employee Enable personal No P
wmm
mywifi-guest Enable open Yes s
wmm
mywifi-portal Enable open Yes P

wmm

Create

Figure 4-3 WLAN Window-Advanced Mode
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Table 4-2 Key word specification in WLAN Configuration Window (Advanced Mode)

WLAN Name Label or name of WLAN.
Status Indicates the WLAN state, L on @ indicates that WLAN is in broadcast state, while

Off " indicates WLAN is not in broadcast state.

Security Level | Security Level of WLAN, from high to low is Enterprise>Personal>Open.

Captive Portal | Indicates whether the WLAN is using captive portal authentication. Yes means the
WLAN is configured with captive portal authentication, while No means the WLAN is
without captive portal authentication.

Operate Operation for the WLAN. # see Modify Your WLAN, * see Delete Your WLAN, wmm
see Modify WLAN QoS.
:] Link for Creating new WLAN, see Create New WLAN.
AP Window

AP Window is integrated with all APs and group related monitoring and configuration functions. Similar to
the WLAN Window, there are two modes for AP Window, Simplified Mode illustrated in Figure 4-4 and
Advanced Mode illustrated in Figure 4-5. You can easily launch the Advanced Mode from Simplified Mode by
clicking the AP Window Frame.

AP Working: 2 Down:0 Joining:0
Primary Name Status Clients
9 AP-00:E0 Working 2
& AP-00:F0 Working 3

Figure 4-4 AP Window-Simplified Mode

Table 4-3 Key word specification in AP Window (Simplified Mode)

Primary Name AP Mac address.

Status Connection status of AP, there are three indication for AP status, they are Working,
Down and Joining. See more in Note 4-2.

Clients The total number of users currently connected to AP.

@ Note 4-2: AP has three status indications when connecting to group, they are ‘working’ which indicates that

AP has connected to the PVC successfully and is working normally, ‘Down’ indicates that AP is disconnected
Note

from the group, and ‘Joining’ indicates that AP is requesting to join the group but hasn’t completed yet. The
Working:2 Down:0 Joining:0

Label in AP Window indicates the number of APs in each status.
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Select an AP from the AP Configuration Window (Advanced Mode), you can learn the detailed information
of the AP, see in Figure 4-5.

AP Configuration X
Primary Name P Frmware Operate Detailed Information
PVC
AP-05:30 1351::;3?2;?;11 2.1.0.65 Oty @frmmare Oreboot APName: AP-0D:80  Edit
Location: Edit
sve Status: Working  Kick Off
AP-00:E0 192.168.20.110 2.1.0.65 &g @firmware Oreboot Role in Group: Member Update to PVC
MEMBER Serial Number: CWNL62900029
AP-0D:80 192.168.20.135 2.1.0.65 ®cfg  @firmware Oreboot Model: QAV-APLI0L
) Firmware: 2.1.0.65
Joining Upgrade Time: Sat Sep 3 07:24:32 UTC 2016
Upgrade Flag: Success
IP Mode: dhep Edit
IP: 192.168.20.135
MNetmask: 255.255.255.0
Default Gateway: — 192.168.20.254
Figure 4-5 AP Window-Advanced Mode
Table 4-4: Key word specification in AP Configuration Window (Advanced Mode)
Primary Name Name of the AP.
IP IP address of the AP.
Firmware Firmware version of the AP.
Operate .
There are three optional operations for the AP: @cfg , ®firmware and
Oreboot
PVC Primary Virtual Controller in the AP group.
SvC Secondary Virtual Controller in the AP group.
MEMBER Other member APs in the group except PVC/SVC.
Joining APs in joining state, needs to be authorized to join the group.
Pending APs in pending state, needs to upgrade the software to join the group.
Neighboring Group Neighboring AP groups with different group ID.
Checking the detailed configuration on the AP.
Ocig ¢ ¢
. Upgrading firmware for the AP.
®firmware
Execute to reboot the AP.
Oreboot

Clear All Configuration

Restore factory settings for all the APs in the group.

Backup All Configuration

Backup the configuration of the AP group.
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Restore the configuration for the AP group.
Update the firmware for all the APs in the group.

Detailed Information Detailed information for the selected AP.

AP Name Name of the AP.

Location Location of the AP.

Status Connection status of AP, there are three indications for AP status, they
are Working, Down and Joining. See more in Note 4-2.

. Remove the AP from the group. When an AP is removed from the group, it
Kick Off changes into Joining state until the administrator permits it to join the
group again. See more in Allow an AP to Join the Group.

Role in Group AP role in the group, including PVC, SVC and Member.

Update to PVC Upgrade the member or SVC to be the PVC of the AP group.

Serial Number Serial Number of the AP selected.

Model Product Model of the AP selected.

Upgrade Time Last firmware upgrade time.

Upgrade Flag Flag of last time firmware upgrade. Success means the firmware was
upgraded successfully on the Upgrade Time, Failed means the firmware
wasn’t upgraded successfully on the Upgrade Time.

IP Mode The way by which the AP attains its IP address, dynamically assigned from
DCHP server or static IP configured manually. @oHcP Ostatic

IP IPv4 address of the AP selected.

Netmask Netmask of the IPv4 address of the AP selected.

Default Gateway Default Gateway of the AP selected.

Client Window

Client Window displays all the connected clients. Similar to the WLAN Window, there are two modes for
Client Window, Simplified Mode illustrated in Figure 4-6 and Advanced Mode illustrated in

Clients Information | | X
User Name P MAC WLAN Access Point Client Detail
152.168.20.17 44:85:00:6e:68:79 2g5gmixed AP-00:E0 [ii] User Name:
guestl 192.168.20.12 a4:08:ea:02:10:e8 mywifi-g... AP-00:E0 o 1p: 192.168.20.17
192.168.20.210 98:f1:70:2C:52:€5 mywifi-psk  AP-00:EO ] MAC: 44:85:00:6€:68:79
WLAN: 2g5gmixed

Access Point:  34:27:0b:00:00:e0
AP Name: AP-00:ED

Auth: PSK

Attached Band: 5GHz

Online Time: 0Odays 0h 8m 525
Session Time:

RSSI: 46

Working Mode: 11AC VHTBO

PHY Rx rate: 761Mbps

PHY Tx rate: 761Mbps

Rx rate: 0.01Mbps

Figure 4-7. You can launch the Advanced Mode from Simplified Mode by clicking the Client Window Frame.
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Clients For Group: mywifi_in_office Total:3

User Name IP MAC WLAN Auth

guest2 192.168.20.80 d0:7a:b5:74:da:34 mywifi-guest ~ PORTAL

guestl 192.168.20.1 00:26:c7:63:0d:16 mywifi-guest ~ PORTAL
192.168.20.102 44:85:00:6e:68:79 mywifi-empl... PSK

Figure 4-6 Clients Window-Simplified Mode

Table 4-5: Key word specification in Client Window (Simplified Mode)

i | Clients connected to the group.
bt e | Clients connected to the specified WLAN in the group.
Clients connected to the specified AP in the group.

For AP: 34:e7:0b:00:00:e0

User Name User Name of the client.
IP IPv4 address of the client.
MAC MAC address of the client.
WLAN WLAN to which the client connected.
Auth Authentication type: Open, Portal (Captive portal), PSK (Personal), 802.1X
(Enterprise).

User Name 1P MAC WLAN Access Point Client Detail

192.168.20.17 44:85:00:6€:68:79 2g5gmixed AP-00:EQ %X User Name: 2
guestl 192.168.20.12 24:08:2:02:10:e8 mywifi-g... AP-00:EQ X m P 192.168.20.17

192.168.20.210 98:f1:70:2C:52:e5 mywifi-psk  AP-00:EQ X MAC: 44:85:00:6e:68:79

WLAN: 2g5gmixed

Access Point: 34:e7:0b:00:00:e0
AP Name: AP-00:E0

Auth: PSK

Attached Band: 5GHz

Online Time: Odays 0Oh 8m 52s
Session Time:

RSSI: 46

Working Mode: 11AC_VHT80

PHY Rx rate: ~ 761Mbps

PHY Tx rate: 761Mbps

Rx rate: 0.01Mbps ©

Figure 4-7 Clients Window-Advanced Mode

Table 4-6: Key word specification in Client Information Window (Advanced Mode)

User Name User Name of the client.
IP IPv4 address of the client.
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MAC

MAC address of the client.

WLAN WLAN to which the client connected.

Access Point Access point to which the client connected.

»® Force the client to disconnect the wireless network.

i) Remove the client from the wireless network and put it within the blacklist. If
removed, the client can be displayed and operated in the blacklist window.

AP Name Name of access point that the client connected.

Auth Authentication type: Open, Portal (Captive Portal), PSK (Personal), 802.1X

(Enterprise).

Attached Band

The radio band through which the client attach to AP, 2.4GHz or 5GHz.

Online Time

Time when the client attached to the wireless network.

Session Time

Time when the client has passed the captive portal authentication, only for captive
portal clients.

RSSI Received Signal Strength Indication of the client, Value 0-99.

Working Mode Wireless working mode of the client.

PHY Rx rate Physical receive rate of the client.

PHY Tx rate Physical sending rate of the client.

Rx rate Packet receive rate of the client.

Tx rate Packet sending rate of the client.

Download Total download data size since the client connected to the wireless network.
Upload Total upload data size since the client connected to the wireless network.
Device type Device type of the client.

0S Type Operating system type of the client.

Monitoring Window
The monitoring window displays the utilization of the wireless network, including statistics of traffic
throughput and client working state.

The monitoring window can monitor from four different levels: group level, WLAN level, AP level and client
level, illustrated in Figure 4-8, Figure 4-9, Figure 4-10 and Figure 4-11.

The group monitoring is the default display, you can select to monitor certain WLAN/AP/client from the
WLAN Window/AP Window/Client Window on left side of the Dashboard.

The monitoring window is automatically refreshed every 30 seconds by default, and the data polling cycle
can be set to 30s /60s /120s.
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Monitoring Group: mywifi_in_office

SR OTX @ client
1214 14
10 / . N~

10

5 5

0 0

20:37:02 20:43:20 20:55:18 20:37:02 20:43:20 20:55:18
Throughput{Mbps) Client

o
=1

8 7
5 6
n 5
2 2
0 o o N
24GHz 5GHz Good Fair
Client Band Client Health

Figure 4-8 Monitoring Window - AP Group

Table 4-7: Key word specification in AP group Monitoring Window

RX Total receiving rate of the AP group.
TX Total sending rate of the AP group.
Client The number of clients connected to the AP group.

Client Band

The working band distribution of clients connected to the AP group, including
number of clients working on 2.4GHz band and number of clients working on 5GHz
band.

Client Health

The wireless connection quality between client and Stellar AP, it is judged by the
signals of client, and classified as below:
e  Best— Number of clients whose signal strength is more than 30.

¢  Good— Number of clients whose signal strength is between 15 ~30.
e  Fair—Number of clients whose signal strength is less than 15.
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Monitoring WLAN:mywifi-employee
ORX @TX @ client
1.35 11
10
4
5
05
0 0
20:57:49 20:58:20 20:58:17 20:57:49 20:58:20 20:58:17
Throughput{Mbps) Client
10 10
8 7
6
4
2 1 L]
) R
Best Good Fair
Client Band Client Health

Figure 4-9 Monitoring Window - WLAN

Table 4-8: Key word specification in WLAN Monitoring Window

RX Total receiving rate of the WLAN.
TX Total sending rate of the WLAN.
Client The number of clients connected to the WLAN.

Client Band

The working band distribution of clients connected to the WLAN, including number
of clients working on 2.4GHz band and number of clients working on 5GHz band.

Client Health

The wireless connection quality between client and Stellar AP, it is judged by the
signals of client, and classified as below:

Best— Number of clients which signal strength is more than 30.

Good— Number of clients which signal strength is between 15 ~30.
Fair—Number of clients which signal strength is less than 15.

Monitoring AP:34:e7:0b:00:09:f0
OR{ @OTX @ client
1.78 10
15
1 5
0.5
0 0
21:01:16 21:02:46 21:01:16 21:02:46
Throughput{Mbps) Client
10 10
8 8
G G
4 4 3
2 1 2 2
0 0 0 0
24GHz 5GHz Best Good Fair
Client Band Client Health
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Table 4-9: Key word specification in AP monitoring Window

RX Total receiving rate of the AP.
TX Total sending rate of the AP.
Client The number of clients connected to the AP.

Client Band

The working band distribution of clients connected to the AP, including number of
clients working on 2.4GHz band and number of clients working on 5GHz band.

Client Health

The wireless connection quality between client and Stellar AP, it is judged by the
signals of client, and classified as below:

Best— Number of clients which signal strength is more than 30.

Good— Number of clients which signal strength is between 15 ~30.
Fair—Number of clients which signal strength is less than 15.

Monitoring client:94:10:3e:87:9b:2d
SR OTX ®rssi
1 20
15
05 10
5
0 0
21:04:01 21:04:20 21:04:47 21:04:01 21:04:20 21:04:47
ThroughputiMbps) RSSI
®RX OTX
57
40
20
0
21:04:01 21:04:20 21:04:47
PHY RXTX(Mbps)
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Table 4-10: Key word specification in Client Monitoring Window

RX Receiving rate of the client.

TX Sending rate of the client.

RSSI Received Signal Strength Indication of the client
PHY RX Physical receiving rate of the client.

PHY TX Physical sending rate of the client.

5 Note 4-3: The data shown in the monitoring window is collected and displayed while the window is open.
,.-"-‘5- The data is not stored and no historical view of the data is available.

MNote

System Page

The System page focus on the basic settings of the AP group, including: AP group attributes, system
management accounts, system time and syslog.

It is divided into three windows in System Page: General window, System Time window and Syslog window,
illustrated in Figure 4-12 System page.

L System
General System Time Syslog
Group ID: aBE Date and Tme: Mon Aug 32 2016 16:12:37 Title Level  Source
<Brr> get_ipaddr-501 get ip taled e 192.168.1.254
Group Name: mrywi_in_office. Time Zone; (UTC+01:00)8russes, Copenhagen, Mad
rid.Pars
GITUP Location: pars
NTP Server List:
Group Managerment P 10001 pooLitp.org Ix
Group Management Netmask: 255,225.265.0 n.poclnip.ong tix
tw.poolntp.ong tix
User - Viewer Disabled Log Levet: totce v
O.asupoalntp.ong tix
User - GuestOperatar: Dinalried 1. peeLntp.org tix Log Remate: @ | 1521600001 [ un |
A e i Ao o
Log Fle: APDUED ™
NTP Sixven: posbe]

Figure 4-12 System page

General Window

General Window displays the basic information of the wireless system. There are two modes for General
Window, Simplified Mode illustrated in Figure 4-13 General Window - Simplified Mode and Advanced Mode
illustrated in Figure 4-14 General Configuration Window -Advanced Mode. You can launch the Advanced Mode
from Simplified Mode by clicking the General Window Frame.
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General

Group ID: 8818
Group Name: mywifi_in_office
Group Location: Faris
Group Management IF: 192.168.20.162

Group Management Netmask: 255.225.255.0
User - Viewer: Enable

User - GuestOperator: Enable

Figure 4-13 General Window - Simplified Mode

The General Configuration window includes two tabs: Group Info Management and Account management,
illustrated in Figure 4-14 .

Group Info Management
Group Info Management contains the basic information of the AP group, you can edit it with your own
group settings to identify a private Wi-Fi network.

General Configuration x
Group Info Management Account Management
Group Name: mywifi_in_office (1-25 chars)
Location: Paris (1-32 chars)
Group Management IP: 10.0.0.1
Group Management Metmask: 255.225.255.0
Save
Group ID: 8848 > (1-9999)
Save

Figure 4-14 General Configuration Window -Advanced Mode

Table 4-11: Key word specification in Group Info Management Tab

Group Name Name of the AP group.

Location Location of the AP group.

Group Management IP A virtual IP address for AP group management, default is 10.0.0.1, see
more in Note 4-4.

Group Management Netmask of Group Management IP.

Netmask

Group ID Identification of the AP group, default is 100.
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1 Note 4-4: AP of a group usually obtains its IP address dynamically from a DCHP server, and it is difficult to
i — Sy
bmmmdl keep the same assigned IP address for the AP. So managing the AP group by the AP’s dynamic IP address can

Note be difficult. The Group Management IP (GMIP) is a static IP address configured for the AP group web

management, and you can manage the AP group via accessing the URL: http://GMIP:8080 by wired or wireless.

The GMIP is configured on the PVC of the AP group, and you have to make sure the GMIP on the PVC is routable

from your configuring terminal (browser). A recommended method is to choose an idle IP address from the AP

group domain to configure as a GMIP.

Account Management

There are three login accounts with different privileges: Administrator, Viewer, and GuestOperator.
Administrator account allows configuring and viewing the whole system, Viewer account allows checking
configuration and monitoring of WLAN operations, while GuestOperator ONLY has the privilege to edit the
guest portal users. Each account can be logged in at the same time.

By default, only the Administrator account is enabled; Viewer and GuestOperator are disabled.

In the Account Management tab, you can enable/disable the Viewer and GuestOperator account, change

the password for Administrator, Viewer and GuestOperator, illustrated in Figure 4-15.

General Configuration X

Group Info Management Account Management

Administrator

Password: (4-16 chars)
Confirm:

Viewer ®enable ODisable

Password: = | seesss (4-16 chars)
Confirm: ssssse

GuestOperator ®Enable ODisable

Password: | ssessss (4-16 chars)

Confirm: | ------ | ‘

Tip: In order to ensure user security, please set the different password!

Save

Figure 4-15 Account Management Tab

The password must be composed by 0-9 or a-z with the length of 4 to 16 characters.

Certificate Management
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http://gmip:8080/

AP support 3 types of build-in certificates, user can customize their own certificate on demand:

(1) Internal Web Server - The certificate is utilized to setup the secure connection between web
browser and AP web server for https management. By default, there is a build-in CA certificate
generated by ALE with the domain ‘mywifi.al-enterprise.com’. User can use open SSL to generate
his/her own CA certificate and replace the default one (User needs to use domain ‘mywifi.al-
enterprise.com’ for your own certificate because the login URL cannot be changed).

(2) Internal Portal Server - The certificate is utilized to setup the secure connection between captive
portal page and the AP web server for protecting the user login credentials being stolen. User can
define its own captive login URL and replace the certificate accordingly.

(3) External Portal Server - The certificate is utilized to setup the secure connection between captive
portal page and the AP web server for protecting the user login credentials being stolen. User can
define its own captive login URL and replace the certificate accordingly.

General Configuration X
Group Info Management Account Management Certificate Management

Certificate
Name: (4-20 chars)
Certificate Type: Internal Web Server(Domain) g
Certificate File: Choose File | No file chosen
Password: (4-16 chars)
Confirm:
Certificate Format: PEM

Certificate List

Name Certificate Type Format Status Operate

Figure 4-16 Certificate Management Tab

System Time Window
It is important to ensure the system time is correct, this is because proper communication between
network elements and syslog for troubleshooting are based on the correct time.

Network Time Protocol (NTP) is a networking protocol for time synchronization between the elements
across the network. If you don’t have a private NTP server in your network, it is suggested to add your
favorite NTP server and prioritize it to the top of the NTP Server List, or use the default NTP servers in the
system, illustrated in Figure 4-17 System Time.

Stellar AP User Guide
ALCATEL-LUCENT ENTERPRISE 29



Date and Time: Wed Mov 23 2016 22:31:29 #

Daylight-Saving X .

Time:

Time Zone: (UTC-08:00)Pacific-Time(US and 4
Canada)

NTF Server List:

pool.ntp.org + X ~

cn.pool.ntp.org ++ %

tw.pool.ntp.org +4+x

0.asia.pool.ntp.org t4x

1.asia.pool.ntp.org ++ % v

MNTF Server:

Figure 4-17 System Time Window

If configured, APs in the group synchronize the time with NTP sever in 15-minute intervals.

You can also specify the Time Zone and daylight-saving time of the AP group to coordinate with the local
time. The daylight-saving time is automatically enabled on supporting time zone.

~7
=1
st Note 4-5: In order to ensure time synchronization, it is recommended to check the reachability before adding

Note an NTP server. If the NTP server is not configured or is unreachable, an AP reboot may lead to variation in

time.

Syslog Window
Syslog is a standard for message logging. Syslog is used for system management and security auditing as
well as general informational, analysis, and debugging messages.

APs in group generate logs following the standard of Syslog, you can view logs and configure corresponding
attributes in the Syslog Window.

Upper part of the Syslog Window displays error (and lower, see in Note 4-5) level Syslog generated by APs
in the group.

Title is the content of the log message;

Level is the severity of the log message;

Source is the generator’s IP address of the log message;

When you move the mouse cursor to certain row of log message, the generating time of the log displays,
illustrated in Figure 4-18 Syslog Window.
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Title

Device IP conflicts with other hostsIP err 192.168.50.216 -
Device IP conflicts with other| Tue Aug 23 16:18:21 2016 i68.50.216

Log File:

Syslog

Log Level:

Log Remote:

Level Source

Motice

wanalili

B3
192.168.100.1 [ Run |
:

Figure 4-18 Syslog Window

Log Level: Setting of Syslog message severity. If certain level is specified, the AP group will generate
Syslog messages including all lower levels. That is, if Syslog messages are separated by individual severity,
a Warning level entry will also be included in Notice, Info and Debug processing. Notice is the default level
of Syslog setting, and the system generates logs including levels of Notice, Warning, Error, Critical, Alert

and Emergency.

Log Remote: Setting of remote log server. If configured and enabled, besides storage in local file, Syslog
messages of all APs in group can be sent to and stored in the server once generated.

Log File: Download the log file on a selected AP in the group to your configuring machine. Syslog messages
are stored in a local file when generated. For one AP, up to 1MB size of syslog messages can be saved in the
local log file. The log file is FIFO, new syslog messages will replace the old ones if the size exceeds 1MB.

H Note 4-5: Syslog is divided into eight levels, and lowest level 0 is Emergency severity while highest level 7 is

Note

Debug severity. Definition of Syslog severity as follow:

Level Value

NOUhAhWN=O0

Severity
Emergency
Alert

Critical

Error
Warning
Notice
Informational

Debug

Keyword Description

emerg
alert
crit

err
warning
notice
info

debug

System is unusable

Should be corrected immediately

Critical conditions

Error conditions

May indicate that an error will occur if action is not taken
Events that are unusual, but not error conditions

Normal operational messages that require no action
Information useful to developers for debugging the
application
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Wireless Page

The Wireless page focuses on advanced wireless functions, including three windows: RF (Radio Frequency),
Wireless Intrusion Detection System/Wireless Intrusion Prevention System (wIDS/wIPS), and wireless
performance optimization, illustrated in Figure 4-19 Wireless Page.

RF @aagiz ez WIDSWIPS Performance Optimization
Suppress: | . Tl Eynamic blacklist: . T oy
2.4GHz Channel Distribution wirgless  Metwark
Unknown AP
*n @0 .
@ 340700000480 347 00.00.00.¢0 Baderound Sowrng ax.
@ 34.07.0b.00.05.30
Scannag Interval: 108
- Interfering AP Sranning Duration: Sims
- - Band Steering: . Jeip
Rogue AP Ve and Videa Avarvnis: ax .
0 50 100 112

Figure 4-19 Wireless Page

RF Window
Radio Frequency (RF) window is for monitoring the wireless utilization and configuring wireless attributes
like channel and transmitting power.

There are two modes for RF Window, Simplified Mode illustrated in Figure 4-20 RF-2.4GHz and Advanced
Mode illustrated in Figure 4-22. You can launch the Advanced Mode from Simplified Mode by clicking the RF
Window Frame.

Panel of RF displays the monitoring information of channel distribution, can be selected on 2.4G band or
5G band. Channels are separated by different colors, when you move the mouse cursor to the colored
section of the pie chart, it displays the clients connected to the AP group through 2.4G band or 5G band,
illustrated in Figure 4-20 RF-2.4GHz and Figure 4-21 RF-5GHz.

RF ®2.46Hz  O5GHz

2.4GHz Channel Distribution

[ [ 1 @1

Channel 1 have 6 RF

v

Figure 4-20 RF-2.4GHz
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RF

(02.46Hz

5GHz Channel Distribution

@157 44 @48 40 @140 64

Vs

Channel 149 have 5 RF

®56Hz

Figure 4-21 RF-5GHz

RF Configuration

AP

AP-0D:80
AP-00:ED
AP-05:30

2.4GHz
Channel

auto(11)
auto(6)
auto(1)

2.4GHz
Power(dBm)

auto(20)
auto(21)
auto(20)

Figure 4-22 RF Configuration Window

AP MName:

AP MAC:

5GHz 5GHz

Channel Power(dBm)
auto(142) auto(11) 4
auto(149) auto(23) e
auto(44) auto(23) s

2.4GHz

RF Information

AP-0D:80

34:e7:0b:00:0d:80

ACS:

APC:

Channel:

Power(dBm):

5GHz

ON

ON

auto(11)

auto(20)

ACS:

APC:

Channel:

ON
ON

aute(149)

The left side of the RF Configuration window displays the list of working channels and transmitting power

of all APs in the group. When you pick an AP from the list, its detailed RF information is displayed on the
right side of the window, illustrated Figure 4-22.

By default, the working channel and transmitting power are automatically managed by Radio Dynamic

Adjustment™ (RDA) technology. If you want to set the channel and power values for an AP manually, you
need to disable the ACS/APC function on the AP, illustrated in Figure 4-23.

Stellar AP User Guide
ALCATEL-LUCENT ENTERPRISE

33



RF Configuration X
AP 2.4GHz 2.4GHz 5GHz 5GHz Edit RF Information
Channel Power(dBm) Channel Power(dBm)
AP-D7:50 auto(s) auto(20) auto(64) auto(23) d Width(MHz): n
AP-C2:70 auto(11 auto(20 auto(60 auto(23
(11) (20) (60) (23) s
AP-09:F0 auto(6) auto(17) auto(52) auto(16) d
= ACS: ®ON OoFF
AP-06:80 auto(1) auto(17) auto(132) auto(22) #
AP-05:90 auto(6) auto(20) auto(100) auto(25) V4 ABC ®OoN  COFF
AP-18:40 auto(1) auto(14) auto(56) auto(16) rd Channel: 64 v
AP-C6:60 auto(1 auto(17, auto(116 auto(25 d
) (17) (116) (25) Power(dBm): 23 (9-23)
AP-1A:80 auto(11) auto(17) auto(100) auto(22) Y
AP-0C:FO to(1 to(23 to{165 to(25 s channel * '
= auto(1) auto(23) auto(165) auto(25) K Width(MHz):
ChannelList:
Note : The RF config = to take effect on
the AP after you clid a0 led to make other
RF changes on this | .
44
43
52

Figure 4-23 Edit RF Information

. Note4-6: Radio Dynamic Adjustment™ (RDA) is a technology that adjusts the radio working channel and
=%y

i transmitting power according to the wireless environment around it. It includes Auto Channel Selection (ACS)

Note and Auto Power Control (APC) functions. By default, RDA is enabled.

RDA relies on the background scanning feature. To ensure the RDA is effective, make sure the background

scanning is ON, see “Performance optimization Window”.

wIDS/wIPS Window

wIDS/wIPS window focus on the wireless security of the Stellar AP network.

There are two modes for wiDS/wIPS Window, Simplified Mode illustrated in Figure 4-24 Figure 4-20 RF-
2.4GHzand Advanced Mode illustrated in Figure 4-25. You can launch the Advanced Mode from Simplified
Mode by clicking the wiDS/wIPS Window Frame.

Wireless is a borderless network and always works in an open environment which can be interfered with
and attacked. It is useful to discover the surrounding wireless conditions, and based on that, provide
instructions and tools to help administrators improve the quality of the wireless network. Usually there are
two types of foreign unknown APs having a negative effect on the wireless network, they are interfering
APs and rogue APs.

An interfering AP is an AP seen in the wireless environment but not connected to the wired network. The
interfering AP can provide RF interference potentially, however, it is not considered a direct security
threat, because it is not connected to the wired network.
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A rogue AP is an unauthorized AP plugged into the wired side of the network or a foreign interfering AP
broadcasting the same SSID with the AP group. A rogue AP is considered a security threat to the AP group.

Panel of wiDS/wIPS displays top 5 Stellar APs with interference from surrounding APs, and the top 5 Stellar
APs with the most rogue APs surrounding, illustrated in Figure 4-24.

wIDS/wIPS
Suppress: . off Dynamic blackiist: . off

Unknown AP
@ 34:67:00:00:09:f0 34:67:00:00:07:20
@ 34:87:00:00°06:80 34:27:00:00:05:90
@ 34:67:00:00:09:80

1
Interfering AP

_M:e?:ﬂb:DO:DT:zo have 1 Rogue AP

Rogue AP

o 50 100 120

Figure 4-24 Top 5 AP interfered

AP whitelist: Both interfering APs and rogue APs are foreign unknown APs which can be found by
background scanning and are listed in the unknown AP table, illustrated in Figure 4-25. However, some
foreign APs found are trusted APs, those are not suitable for being classified as interfering APs or rogue
APs. To avoid trusted foreign APs from being classified as interfering APs or rogue APs, you can add the
trusted MAC address or MAC prefix to the AP whitelist, illustrated in Figure 4-26. If a foreign AP MAC
address is added to the whitelist, it will not be displayed in the unknown AP list.

AP blacklist: Only rogue APs can be added to the blacklist. If a rogue AP is added to the blacklist, it cannot
change its role to act as a client and access to the Stellar AP wireless network, illustrated in Figure 4-27.

Suppress: Enable/disable the function of rogue AP suppress. If enabled, the detecting Stellar AP will send
DEAUTH frames to clients that have associated to the rogue AP, keeping the clients away from the unsafe
wireless network. By default, the detecting Stellar AP does not send DEAUTH frames, see in Figure 4-24.

Dynamic blacklist: If enabled, all the rogue APs found will be added to the AP blacklist automatically,
which prevents the rogue AP from changing its role to act as a client and access to Stellar AP wireless
network. By default, the rogue AP is not added to the blacklist automatically, see in Figure 4-24.
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wIDS/wIPS Configuration

rero.ug. s oL
00:02:03:04:05:06
4c:48:da:24:f4:47

4c:48:da:24:e4:88

00:1f:64:ca:42:a9

Unknown AP SSID

OpenWrt_1_2.4  Interfering

chenjun_WLAN_...

NIiuBin-work-2.4

08:57:00:88:10:4b SoftAP
4c:48:da:24:f1:90

4c:48:da:24:11:10

4c:48:da:24:cb:b0 y-2
00:1f:64:12:13:91 DMZ-TEST2
4c:48:da:24:11:11 fdfsd
4c:48:da:24:f1:91 Imm123
00:1f:64:12:13:92 DMZ-TEST3

X
Type AP Operate Unknown AP Information
sy TS Trus ~
) Unknown AP: 08:57:00:88:10:4b
duanmingzhe Trust D -

Interfering duanmingzhe Trust SSID: Softap
Interfering duanmingzhe Trust Channel: 1
Interfering duanmingzhe Trust U= ROguE

Already In blacklist: No
Rogue duanmingzhe Trust

AP Name: duanmingzhe
Interfering duanmingzhe Trust AP MAC: 34:e7:0b:00:09:f0
Interfering duanmingzhe Trust AP Location:
Interfering duanmingzhe Trust Distance: far

Encryption Type: WPAZ/RSNA
Interfering duanmingzhe Trust

Attached Clients: 1
Interfering duanmingzhe Trust

64:cc:2e:0a:49:4d
Interfering duanmingzhe Trust
Interfering duanmingzhe Trust
v

Figure 4-25 wIDS/wIPS Configuration Window

Table 4-12: Key word specification in wiDS/wIPS Configuration Window

Unknown AP Specification

Parameter

Unknown AP MAC address of the unknown AP detected in the nearby.

SSID SSID broadcasting by the unknown AP.

Type Classified result of the unknown AP, can be interfering AP or rogue AP.
RSSI Received Signal Strength Indication of the unknown AP.

Channel Working channel of the unknown AP.

Already In Blacklist

Flag of rogue AP, depends on “the Dynamic blacklist” switch. If on, the rogue
AP will be automatically added to the blacklist and the flag is true (Yes); If
off or the unknown AP in list is not a rogue AP, the flag is false (No).

AP/AP Name Name of detecting AP in the group.

AP MAC MAC of detecting AP in the group.

AP Location Location of detecting AP in the group.

Distance Distance between unknown AP and the detecting AP in the group, it is

measured by RSSI of the unknown AP:
Nearest- RSSI>75;

Near- 50<RSSI<75;

Far-25<RSSI<50;

Farthest-RSSI<25;

Encryption Type

The encryption type of the SSID being broadcast by the unknown AP.

Attached Clients

The number of clients attached to the unknown AP, and MAC of each client.

Operate

Operation to trust the foreign AP and delete it from the unknown AP list. If
the foreign AP is trusted, its MAC address will be added to the whitelist.

| ]

Whitelist of foreign APs. Those not considered as security threat to the
Stellar AP network, you can add the trusted MAC address into whitelist
manually, see more in Figure 4-26.

Blacklist of foreign APs. Those classified as rogue APs and pretending to act

as a client to access the Stellar AP network. If Pymmiebecist &K .0 and there
are detected rogue APs, all the rogue APs will be added to the blacklist
automatically. You can remove a foreign AP from the blacklist by the Trust
operation, see more in Figure 4-27.

Stellar AP User Guide
ALCATEL-LUCENT ENTERPRISE

36



Unknown AP

00:02:03:04:05:06
4c:48:da:24:f4:47
4c:48:da:24:e4:88
00:1f:64:ca:42:a9
08:57:00:88:10:4b
4c:48:da:24:1:90
4c:48:da:24:11:10
4c:48:da:24:cb:b0
00:1f:64:12:13:91
4c:48:da:24:11:11
4c:48:da:24:f1:91

00:1f:64:12:13:92

Unknown AP
01:60:02:00:00:00
00:11:22:33:44:60
4c:48:da:27:47:a0
4c:48:da:24:f1:c0
4c:48:da:24:f4:c0
4c:48:da:24:2:00
4c:48:da:24:f0:e0
4c:48:da:24:f0:el
4c:48:da:24:f4:cl
00:11:22:33:44:61
4c:48:da:27:47:al
4c:48:da:24:f2:01

4c:48:da:24:f4:al

551D

OpenWrt_1_2.4

chenjun_VLAN_...

NiuBin-work-2.4

SoftAP

y-2
DMZ-TEST2
fdfsd
Imm123

DMZ-TEST3

SSID

Openwrt-2g

chenjun001
test_8021x
W33

test_8021x
Ivshuafjiang

fdfsd

Type

acieny
Interfering
Interfering
Interfering
Interfering
Rogue

Interfering
Interfering
Interfering
Interfering
Interfering
Interfering

Interfering

Type
Interfering
Rogue
Interfering
Interfering
Interfering
Interfering
Rogue
Interfering
Interfering
Rogue
Interfering
Interfering

Interfering

AP

uuarnyene
duanmingzhe
duanmingzhe
duanmingzhe
duanmingzhe
duanmingzhe
duanmingzhe
duanmingzhe
duanmingzhe
duanmingzhe
duanmingzhe
duanmingzhe

duanmingzhe

Operate

Trust
Trust
Trust
Trust
Trust
Trust
Trust
Trust
Trust
Trust
Trust

Trust

MAC

34:e7:0b:%:*:*

White List

Figure 4-26 Foreign AP Whitelist

AP

AP-00:E0
AP-00:E0
AP-00:E0
AP-00:E0
AP-00:E0
AP-00:E0
AP-00:E0
AP-00:E0
AP-00:E0
AP-00:E0
AP-00:E0
AP-00:E0

AP-00:EQ

Operate

Trust

Trust
Trust
Trust
Trust
Trust
Trust
Trust
Trust
Trust
Trust

Trust

MAC
00:11:22:33:44:60
4c:48:da:24:f0:e0
00:11:22:33:44:61
00:1f:64:ca:42:a9
4c:48:da:04:ef:50
00:11:22:33:44:50
4c:48:da:28:ef:50
4c:48:da:24:11:10
4c:48:da:54:ef:50
4c:48:da:24:f1:90

Black List

Trust

Trust

Trust

Trust

Trust

Trust

Trust

Trust

Trust

Trust

Figure 4-27 Foreign AP Black List

You can remove a foreign AP from the Unknown AP list or blacklist by the Trust operation. If you trust an
unknown AP (interfering AP/rogue AP), it is removed from the Unknown AP list and blacklist, and its MAC
address will be added to whitelist.

Performance Optimization Window

Wireless performance optimization is useful to enhance the quality of wireless service for users. The

performance optimization includes Background Scanning, Band Steering, Voice and Video Awareness, and
Multicast, illustrated in Figure 4-28.
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Performance Optimization

Scanning Interval: 20s

E & 7 8 9% 10 11 12 13 14 15 16 17 18 19 20

Scanning Duration: 50ms

Band Steering: ﬂ .

Load Balance: ﬂ .

RSSI Threshold: 246:| 0 56 0 [ save |
Roaming RSSI: 246: 0 5G: 0 [ save |
Voice and Video Awarenass: ﬂ .

Airtime Faimess: XL on (@ L on (@

Figure 4-28 Wireless Optimization Tab

Background Scanning: Wireless networks operate in environments with electrical and radio frequency
devices that can interfere with network communications. Microwave ovens, cordless phones, and even
adjacent Wi-Fi networks are all potential sources of continuous or intermittent interference. The
background scanning is able to examine the radio frequency (RF) environment in which the Wi-Fi network is
operating, identify interference and classify its sources.

Background scanning is the basis for some advanced features such as: wiDS/wIPS, RDA (ACS/APC) etc. When
it’s turned OFF, the foreign AP detection and rogue suppression will stop and the RDA will drop its
precision. By default, background scanning is enabled.

Voice and Video Awareness: Background scanning needs to be aware of existing traffic on the Stellar AP,
if there is an ongoing voice/video service, scanning should not be done to ensure uninterrupted traffic; and
allows to resume scanning when there is no active voice/video session. By default, Voice and Video
Awareness feature is enabled.

Band Steering: Band steering supports Prefer 5GHz.

Prefer 5GHz feature assigns the clients to the 5 GHz band prior to the 2.4G band. Thus can reduce co-
channel interference and increase available bandwidth for clients, because there are more channels on 5
GHz band. By default, band steering is enabled.

Load Balance: Based on the user amount of adjacent APs, clients are steered from a busy AP to an idle AP.
By default, Load Balance is enabled.

Access Page

The Access page focuses on user access management including: user authentication, user blacklist and
whitelist and user access control list.

The Access page is divided into three windows: Authentication window, Blacklist & Whitelist window, ACL
window, illustrated in Figure 4-29.
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Authentication Eevice D08 Black List & Whitelist ACL
Device lype Backlst  Whielst  Waled garden Source Destination Protocol  Action
152.166.20.101/24 :4000 152.166.50.65/24 :4000 ToP REJECT
MAC Address Operate
Oo:1f:64:cac42:89 x
PC 'nﬂlll
MAC:

Figure 4-29 Access Page

Authentication Window
Authentication Window displays the user authentication and accessing information.

There are two modes for Authentication Window, Simplified Mode illustrated in Figure 4-30 and Advanced
Mode illustrated in Figure 4-31. You can launch the Advanced Mode from Simplified Mode by clicking the
Authentication Window Frame.

Figure 4-30 Authentication Window - Simplified Mode

The simplified Authentication Window displays the statistics information of the users’ device and operating
system, illustrated in Figure 4-30.

The advanced Authentication Window is mainly used to configure the captive portal authentication,
illustrated in Figure 4-31.
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wres: @X . Edit Client Behavior

®Internal Captive Portal ~ External Captive Portal

Login by: ®pccount O Access Code © Terms of use *Server IP: | 192.168.10.201 |
Redirect URL: C I | e ur must start with hi | *Server Port: E |
UserName Starting Date Ending Date Operate IO | e |
zhangrui 2018.03.09 2019.01.01 Ve i *UserName: | root |
ouyangjin 2018.03.09 2019.01.01 R

- . *Password: R |
lugiuyin 2018.03.09 2019.01.01 SR
hanxu 2018.03.09 2019.01.01 £ Cyde: ‘T
niudiangi 2018.03.09 2019.01.01 SR
huangxiyun 2018.03.09 2019.01.01 X
yangchen 2018.03.09 2019.01.01 s
liulei 2018.03.09 2019.01.01 SR
sunzhanabao 2018.03.09 2019.01.01 T

Client Behavior Tracking: (I .

¥Logging Client Connections  WHTTP/HTTPS WAL
Log To Server:

OTFTP Server ®SFTP Server

Figure 4-31 Authentication Window - Internal Portal Server

wres: @ . Edit Client Behavior
Olnternal Captive Portal ~ ® Extemnal Captive Portal

Captive Portal Server *Sarver IP: | 192.168.10.201 |
Licsiaies | wifi.n2s.es | - *Server Port: | 22 |
Rediract URL: | flogin/hatspot/ale | s | et |
Redirect URL param: Cenable ®disable S | oot |

Authentication Server:
—— *password: PR |
Server IP /Hostname: | 80.58.201.230 |
AuthenticationlsesverBort: | 1812 (s Cyde: 1 |
Secret: [ |

Confirm: |

¥l Radius Accounting

Accounting Server Port: | 1813 | (1-65535) o

Client Behavior Tracking: @l .

[¥lLogging Client Connections WHTTP/HTTPS WIALL
Log To Server:

OTFTP Server ~ ®SFTP Server

Figure 4-32 Authentication Window - External Portal Server
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Table 4-13: Key word specification in Authentication Window (Advanced Mode)

HTTPs

Specify the captive portal login protocol, https or http.

Captive Portal Type

e Internal Captive Portal - Use AP internal captive
portal server for authentication.

e External Captive Portal - Use external captive portal
server for authentication.

Login by: ®@account O Access Code O Terms OF usel LOgin method used by the CaptiVe Portal users,
corresponding to different login page and credentials:

e  Account - Login by user account, you need to add
accounts for portal users, see Create Users or Access
Code. The users enter their usernames and passwords to
pass the authentication and access the wireless
network, see more in Customized Portal Page - Login by
Account.

e Access Code - Login by access code, you need to add
access code for portal user, see Create Users or Access
Code. The users enter the access code to pass the
authentication, see more in Customized Portal Page -
Login by access code.

e Terms of use - Login by terms of use. The users accept
the terms of use and pass the authentication, see more
in Customized Portal Page - Login by Terms of use.

" . Redirect user to a specific URL defined by administrator. By
Redirect URL: €x . default, it is disabled.
UserName Account of captive portal user.
Starting Date Account effective starting date.
Ending Date Account effective ending date.
Operate Edit or delete captive portal users.

Add users for captive portal authentication when using login
by account.

Customized portal web page according to application
requirement.

Preview the customized portal web page.

Return the customized portal web page to the system
default.

Client Behavior Tracking

Enable logging user behavior to a TFTP server, including:
client online and client offline. More details can see in
Note4-7.

Logging Client Connections

e HTTP/HTTPS - Record the HTTP/HTTPs web session of
wireless clients

e ALL - Record the all the session including HTTP/HTTPs of
wireless clients

Log To Server

Specify the TFTP/sFTP server to restore the user behavior
logs.

Cyde:| 1h |«

Specify the cycle for uploading user behavior logs to TFTP
server, can be set to 1 hour, 2 hours and 4 hours.

Save

Save the TFTP setting for uploading user behavior logs.

Upload the user behavior logs to the TFTP server manually.
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1 Note 4-7: The log information of user behavior includes: username, user MAC, user IP, connecting WLAN,

"J—’_—.'V"'C\
bl Online/Offline behavior and time stamp.
Note

Customized Portal Page Panel

You can customize your splash page used in the captive portal authentication by changing the Logo,
background and terms of use, illustrated in Figure 4-33.

Authentication Configuration X
Captive Portal: {0 . Customized Portal Page
-
Login by: ®account O Access Code O Terms Of use :] :]
Redirect URL: [ on @ hitp: ffwww. aoodle. 5
i geogie.com Note:Logo file should be in PNG(preferred)/IPEG file format,
less than 20KB size, recommended 490 x 190 pixels
Useriame Starting Date Ending Date Operate Logo:
guest1 2016.11.21 2016.11.28 X BEE No file selected.
Note:Background image file should be in PNG(preferred)/JPEG file
format, less than 200KB size, recommended 1200 x 220 pixels
Browse... | No file selected.
| | Note:Terms of use fie size should be less than S0KB.
User Behavior: @0 . Browse... | No file selected. v
< >
=TFTP Server: | 192.163.20.161 Cycle: zh |v :]

Figure 4-33 Customized Portal Page

There are three splash page templates provided by the system, you can choose your captive portal login
method and customize your own splash page accordingly, see more in Customized Portal Page - Login by

Account, Customized Portal Page - Login by access code and Customized Portal Page - Login by Terms of
use.
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Customized Portal Page - Login by Account

Alcatel-Lucent :
pimsac @ <3 1060

Background

Fieise Iogin 1o Be NEtwork Ling your usemane and pisswsd

Username:
Password:

Dt soionodBrmatme] < Toimsofuse

CONEICE 3 S1AT MEmber If you an: experknting dimeusy logaeg in

Figure 4-34 Customized Portal Page - Login by account

Customized Portal Page - Login by Access Code

Alcatel-Lucent ({8 z
cn i K fane)

Please [0gin 10 e etwork LSIng Your atcess code

Access Code:

B 1accept :ne = Terms of use
=3

Contact a staff member f you ane expenencing dificulty legaing in

© 2016 Alcatel-Lucent

Figure 4-35 Customized Portal Page - Login by access code

Customized Portal Page - Login by Terms of Use
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Alcatel-Lucent
Enterprise @ weo Background

o

Terms:

=l aecemlne &3 Tems of use

Contact 3 s1af member If you are experiancing dificuty lagging in

© 2016 Akatel-Lucent

Figure 4-36 Customized Portal Page - Login by Terms of use

&= Terms of use

Figure 4-37 Customized Portal Page - Terms of use

Client Blacklist & Whitelist Window

Blacklist & Whitelist Window focuses on the basic access control mechanism for users connecting to the ALE
WLAN network based on the client level. It includes three tabs: Black List Tab, Whitelist Tab and Wall
Garden Tab.

Those clients on the blacklist are denied to associate to the Stellar AP wireless network. Once a client is in
the blacklist, it cannot connect to any WLAN of any security level (Enterprise/Personal/Open). You can
add/delete the blacklist based on client’s MAC address, illustrated in Figure 4-38.
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Black List & Whitelist

Black List White List Walled garden

MAC Address Operate
00:1f:64:ca:42:a9 4
MAC:

Figure 4-38 Black List Tab

The whitelist is applied to captive portal authentication ONLY. Those clients on the whitelist are permitted
to access the network resource without passing the captive portal authentication. You can manually
add/remove client(s) to/from the whitelist for captive portal authentication by MAC address, illustrated in
Figure 4-39. The whitelist does not support Enterprise/Personal WLANs. This means that the clients in the
whitelist are not allowed to access Enterprise/Personal WLANs without using correct credentials.

Black List & Whitelist

Black List White List Walled garden

MAC Address Operate
4c:48:da:24:f1:90-4c:48:da:24:f1:90 b 4
Starting MAC:
Ending MAC:

Figure 4-39 Whitelist Tab
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The walled garden is a control mechanism over network resources, it restricts access to non-approved
applications or content. The walled garden is applied for captive portal authentication ONLY. The client is
able to access the network resource (For example: website of the hotel) before passing the captive portal
authentication. You can add/remove allowed IP(s) to/from the walled garden, illustrated in Figure 4-40.

Black List & Whitelist

Black List wWhite List Walled garden

IP Address Operate
192.168.1.100-192.168.1.100 x
Starting IP:
Ending IP:

Figure 4-40 Walled Garden Tab

5 Note 4-7: To allow the user to access some network resources (For example: office website or open file server)
L~— &5
mmmmd before passing the captive portal authentication, you have to know the IP address of the network resource

Note and add it into the walled garden.

Access Control List Window

There are two modes for ACL Window, Simplified Mode illustrated in Figure 4-41Figure 4-20 RF-2.4GHz and
Advanced Mode illustrated in Figure 4-42. You can launch the Advanced Mode from Simplified Mode by
clicking the ACL Window Frame.

The simplified ACL Window displays the ACLs configured, illustrated in Figure 4-41.

You can create L3 ACLs using wildcard entries for both IP address and TCP/UDP/ICMP ports. See the
advanced ACL Window illustrated in Figure 4-42.

The ACL rules created in the list are applied sequentially, based on the precedence of top-to-bottom.

By default, traffic is allowed to pass if no ACL rules are matched (Default ACL action is ‘Accept’).
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ACL

Source Destination Protocol Action

192.168.20.101/24 :4000 192.168.50.89/24 :4000 TCP REJECT

Figure 4-41 ACL Window - Simplified Mode

Default ACL Action: ® accept CReject
Source IP Destination IP Pratocol Action Edit ACL
*Source IP: | 100.1.1.0/24 | © Any
*Destination IP: 103.77.56.0/24 [ Any
Source Port: | | Any
Destination Part: | | @ Any
Protacol Type: [ A |
Action: . REIECT '.
*Apply To: [ x Employee-test | O Any
| % Guest |
| = Enterprise |
xErm)klvae]
Figure 4-42 ACL Window - Advanced Mode
Table 4-14 ACL Parameter Specification
Parameter Specifications
Source IP The source IP address.
Destination IP The destination IP address.
Source Port Source UDP or TCP port.
Destination Port  Destination UDP or TCP port.
IP Protocol There are three options for IP Protocol, TCP, UDP or ICMP.
Action Accept or Reject
Apply To Indicate the scope which the ACL rule take effect, specific SSID or ALL
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5 Note 4-8: Stellar AP supports L2 ACLs, you can blacklist/white-list certain MACs or a range of MAC addresses,
Pl y
bmmmdl  Se€ Blacklist & Whitelist Window. Also, you can setup rules based on 802.1p/DSCP while creating a new SSID,

Note  ce Modify WLAN Qos.

5 WLAN Configuration

Configuring WLAN should be the first step when setting up your Wi-Fi network. This section contains the
following topics:

= Create NEW WLAN

= Delete Your WLAN

= Modify Your WLAN

= Modify WLAN Qos

Create New WLAN

To create a new WLAN, click on the hyperlink ‘New’ to launch the WLAN creation window. There are three
security levels of WLANs that can be created: Enterprise, Personal and Open (Captive Portal).

Enterprise: Also referred to as 802.1X mode, this is designed for enterprise networks and requires a RADIUS
authentication server. This requires a more complicated setup, but provides additional security (e.g.
protection against dictionary attacks on short passwords). Various kinds of the Extensible Authentication
Protocol (EAP) are used for authentication. Enterprise mode is available with both WPA and WPA2.

Personal: Also referred to as PSK (pre-shared key) mode, this is designed for home and small office networks
and doesn't require an authentication server. Each wireless network device encrypts the network traffic using
a 256 bit key. This key may be entered either as a string of 64 hexadecimal digits, or as a passphrase of 8 to
63 printable ASCII characters. Personal mode is available with both WPA and WPA2.

Open (Captive Portal): No Authentication or encryption method for the wireless network. User data will be
transmitted as plain text transmit mode over the air. Captive portals are mainly used in wireless open
networks where the users are shown a welcome message informing them of the conditions of access. Often
captive portals are used for marketing and commercial communication purposes and they allow the providers
of this service to display or send advertisements to users who connect to the Wi-Fi access points.

Create an Enterprise WLAN
Enterprise WLAN creation window has two display modes, simplified mode and advanced mode,
respectively illustrated in Figure 5-1and Figure 5-2. You can switch to advanced mode from simplified mode

by clicking the hyperlink Advance

There are six essential parameters needed to be configured in simplified mode, they are WLAN Name,
Security Level, Key Management and AuthServer, AuthPort and AuthSecret. Other parameters will be
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considered as per the default value. To configure other advanced parameters, you must switch to advanced
mode. Refer to Table 5-1 for details about each parameter.

WLAN Name: | | A

Security Level: [Er

Key Management: | Both(wpa &wpa2) v|

AuthServer: | |

AuthPort: | 1812 [~ |

AuthSecret: | |

RADIUS Accounting: O

Advance

e

Figure 5-1 Create Enterprise WLAN - Simplified Mode

(1- 32 chars) =

WLAN Name: ‘ |

Security Level: \ Enterprise v \

Key Management: [ Both(wpa 8&wpa2) v

AuthServer: ‘ |

AuthPort: ‘ 1812 |

AuthSecret: ‘ |

RADIUS (]
Accounting:

AcctServer: ‘ |

AcctPort: ‘ 1813 |

AcctSecret: ‘ |

Enable: ® Yes O No

Hidden: © Yes ® No

VLAN ID: | (0-4094)

o

Band: ¥ 2.4GHz ¥ 5GHz

MaxClients Per

| (1-120)
Band:

Upstream Per

| (0-65536)kbps
Client:

Downstream Per

| (0-65536)kbps
Client:

RSSIThreshold: | (0-100)db

‘ 64

o

o

o
802.11r: . Jeftr
oke: . Jefth

Hide
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Figure 5-2 Create Enterprise WLAN - Advanced Mode

Table 5-1: Key word specification in Enterprise WLAN Configuration Window

WLAN Parameter

Specification

WLAN Name

Label or name of WLAN.

Security Level

Security mode of WLAN, from high to low is Enterprise>Personal>Open. Here
select the Enterprise mode.

Key Management

WPA2/WPA encryption method. It is applicable to Enterprise/Personal WLANs
only.

AuthServer IPv4 address of the authentication server (RADIUS).

AuthPort Communication port of the authentication server. The default value is 1812.
AuthSecret Shared secret key used by the authentication server, in ASCIl format.

RADIUS Accounting | Select the checkbox if accounting service is needed. By default it is not selected.
AcctServer IPv4 address of the accounting server.

AcctPort Communication port of the accounting server. The default value is 1813.
AcctSecret Shared secret key used by the accounting server, in ASCIl format.

Inactivity Timeout
Status

Enable/Disable inactivity timeout control

Inactivity Timeout
Interval

Specify the inactivity timeout internal, default is 15 minutes

Enable Specify the WLAN state, Yes indicates that WLAN is in broadcast state, while No
indicates WLAN is not in broadcast state.

Hidden Specify visibility of the WLAN, Yes indicates that WLAN is visible to users, while
No indicates WLAN is invisible.

Multicast This feature allows APs to convert multicast streams into unicast streams over the
wireless network based on the IGMP snooping table. Enabling Multicast to Unicast
can enhance the quality and reliability of video streams, while preserving the
bandwidth available to the non-video services

Broadcast ARP If enabled, AP will reply to client’s ARP request instead of forwarding.

VLAN ID Identifier of the VLAN to which the WLAN mapping, it is a user VLAN.

Band Select a value to specify the band at which the network transmits radio signals.

You can set the band to 2.4 GHz, 5 GHz, or All. The All option is selected by
default.

Max Clients per
band

Specify the maximum number of clients that can be configured for each BSSID on
a WLAN. You can specify a value within the range of 0 to 120. The default value is
64.

Upstream Per
Client

Specify the maximum upstream bandwidth limitation for each user.

Downstream Per
Client

Specify the maximum downstream bandwidth limitation for each user.

Client Isolate

Not permit the clients attached to same AP in the same WLAN to communicate
with each other.

802.11r Select to enable IEEE 802.11r (Fast BSS Transition). The Fast BSS Transition
mechanism minimizes the delay when a client transitions from one BSS to another
within the same group.

802.11v Enables/Disables 802.11v. 802.11v standard defines mechanisms for wireless

network management enhancements and BSS transition management. It allows
client devices to exchange information about the network topology and RF
environment. The BSS transition management mechanism enables an Instant AP to
request a voice client to transition to a specific Stellar AP, or suggest a set of
preferred Stellar APs to a client, due to network load balancing or BSS
termination. It also helps the client identify the best Stellar AP to transition to as
they roam.
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802.11k Enables/Disables 802.11k. The 802.11k protocol enables APs and clients to
dynamically measure the available radio resources. When 802.11k is enabled,
Stellar APs and clients send neighbor reports, beacon reports, and link
measurement reports to each other.

802.11b Enables/Disables allowing 11b legacy clients connect to AP

802.11g Enables/Disables allowing 11g legacy clients connect to AP

2.4G Client Rate Enables/Disables 2.4G band accessing control based on client data rate

Control

2.4G Client Rate 2.4G band client with lower data speed will not permit to access, recommended
value 12

5G Client Rate Enables/Disables 5G band accessing control based on client data rate

Control

5G Client Rate 5G band client with lower data speed will not permit to access, recommended
value 24

2.4G MGMT Rate Enables/Disables 2.4G band wireless management frame rate control

Control

2.4G MGMT Rate 2.4G band wireless management frame transmit rate, higher value means less
coverage, lower value means larger coverage

5G MGMT Rate Enables/Disables 5G band wireless management frame rate control

Control

5G MGMT Rate 5G band wireless management frame transmit rate, higher value means less
coverage, lower value means larger coverage

OKC If OKC is enabled, a cached pairwise master key (PMK) is used when the client
roams to a new AP. This allows faster roaming of clients without the need for a
complete 802.1x authentication.
The WLAN Creation Window is closed if you click ‘Cancel’ button.

E Click ‘Save’ to save the configuration and create the WLAN.

Create a Personal WLAN
Personal WLAN creation window has two display modes, simplified mode and advanced mode, respectively
illustrated in Figure 5-3 and Figure 5-4. You can switch to advanced mode from simplified mode by clicking

the hyperlink Advance

There are five essential parameters to be configured for a Personal WLAN in simplified mode, they are
WLAN Name, Security Level, Key Management, Password Format and Password. Other parameters will be
considered as per the default value. To configure other advanced parameters, you must switch to advanced
mode. Refer to Table 5-2 for details about each parameter.
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WLAN Name:

Security Level:

Password:

Confirm:

Advance

Key Management:

Password Format:

| Personal

[Both(wpa &wpa2)

|8—63chars

Figure 5-3 Create Personal WLAN - Simplified Mode

WLAN Name:

Security Level:
Key Management:
Password Format:

Password:

Confirm:

Enable:
Hidden:

VLAN ID:

Band:

MaxClients Per
Band:

Upstream Per
Client:

Downstream Per
Client:

RSSIThreshold:

802.11r:

Hide

|' ‘ (1- 32 chars)

| Personal ~|

[Both(wpa &wpa2) v

| 8-63 chars v |

| |

| Z\

® Yes O No

O Yes ® No

E 5] o
1 2.4GHz (4 5GHz

| 64 2] ‘ (1-120)

| 0 I ‘ (0-65536)kbps
| 0 I ‘ (0-65536)kbps
|' o = ‘ (0-100)db

. Jeit

~

Figure 5-4 Create Personal WLAN - Advanced Mode
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Table 5-2: Key word specification in Personal WLAN Configuration Window

WLAN Parameter

Specification

WLAN Name

Label or name of WLAN.

Security Level

Security Level of WLAN, from high to low is Enterprise>Personal>Open. Here
select the Personal type.

Key Management

WPA2/WPA encryption method. It is applicable to Enterprise/Personal WLANs
only.

Password Format

Password format of Personal WLAN. There are two password formats to be
selected: Either as a string of 64 hexadecimal digits, or as a passphrase of 8 to 63
printable ASCII characters.

Password

Enter the password for the Personal WLAN.

Confirm

Reenter the password for the Personal WLAN.

Inactivity Timeout
Status

Enable/Disable inactivity timeout control

Inactivity Timeout
Interval

Specify the inactivity timeout internal, default is 15 minutes

Enable Specify the WLAN state, Yes indicates that WLAN is in broadcast state, while No
indicates WLAN is not in broadcast state.

Hidden Specify visibility of the WLAN, Yes indicates that WLAN is visible to users, while
No indicates WLAN is invisible.

Multicast This feature allows APs to convert multicast streams into unicast streams over
the wireless network based on the IGMP snooping table. Enabling Multicast to
Unicast can enhance the quality and reliability of video streams, while preserving
the bandwidth available to the non-video services

Broadcast ARP If enabled, AP will reply to client’s ARP request instead of forwarding.

VLAN ID Identifier of the VLAN to which the WLAN mapping, it is a user VLAN.

Band Select a value to specify the band at which the network transmits radio signals.

You can set the band to 2.4 GHz, 5 GHz, or All. The All option is selected by
default.

Max Clients per
band

Specify the maximum number of clients that can be configured for each BSSID on
a WLAN. You can specify a value within the range of 0 to 120. The default value
is 64.

Upstream Per Client

Specify the maximum upstream bandwidth limitation for each user.

Downstream Per
Client

Specify the maximum downstream bandwidth limitation for each user.

Client Isolate

Not permit the clients attached to same AP in the same WLAN to communicate
with each other.

802.11r

Select to enable IEEE 802.11r (Fast BSS Transition). The Fast BSS Transition
mechanism minimizes the delay when a client transitions from one BSS to
another within the same group.

802.11v

Enables/Disables 802.11v. 802.11v standard defines mechanisms for wireless
network management enhancements and BSS transition management. It allows
client devices to exchange information about the network topology and RF
environment. The BSS transition management mechanism enables an Instant AP
to request a voice client to transition to a specific Stellar AP, or suggest a set of
preferred Stellar APs to a client, due to network load balancing or BSS
termination. It also helps the client identify the best Stellar AP to transition to as
they roam.

802.11k

Enables/Disables 802.11k. The 802.11k protocol enables APs and clients to
dynamically measure the available radio resources. When 802.11k is enabled,
Stellar APs and clients send neighbor reports, beacon reports, and link
measurement reports to each other.

802.11b

Enables/Disables allowing 11b legacy clients connect to AP

802.11g

Enables/Disables allowing 11g legacy clients connect to AP
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2.4G Client Rate
Control

Enables/Disables 2.4G band accessing control based on client data rate

2.4G Client Rate

2.4G band client with lower data speed will not permit to access, recommended
value 12

5G Client Rate
Control

Enables/Disables 5G band accessing control based on client data rate

5G Client Rate

5G band client with lower data speed will not permit to access, recommended
value 24

2.4G MGMT Rate
Control

Enables/Disables 2.4G band wireless management frame rate control

2.4G MGMT Rate

2.4G band wireless management frame transmit rate, higher value means less
coverage, lower value means larger coverage

5G MGMT Rate
Control

Enables/Disables 5G band wireless management frame rate control

5G MGMT Rate

5G band wireless management frame transmit rate, higher value means less
coverage, lower value means larger coverage

The WLAN Creation Window is closed if you click ‘Cancel’ button.

Click ‘Save’ to save the configuration and create the WLAN.

Create a Captive Portal WLAN

Captive Portal WLAN creation window has two display modes, simplified mode and advanced mode,
respectively illustrated in Figure 5-5 Create Captive Portal WLAN - Simplified Mode and Figure 5-6 Create
Captive Portal WLAN - Advanced Mode. You can switch to advanced mode from simplified mode by clicking

the hyperlink Advance

There are three essential parameters to be configured for a Captive Portal WLAN in simplified mode, they
are WLAN Name, Security Level (Open) and Captive Portal (Yes). Other parameters will be considered as
per the default value. To configure other advanced parameters, you must switch to advanced mode. Refer
to Table 5-3 for details about each parameter.
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Create New WLAN X
WLAN Name:
Security Level: | Open v
Captive Portal: ® ves O No
Advance a——
[ sove

Figure 5-5 Create Captive Portal WLAN - Simplified Mode
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Create New WLAN X
WLAN Name: (1- 32 chars) 2]
Security Level: | Open > |
Captive Portal: ® ves O No
Enable: ® ves O No
Hidden: O Yes ® No
VLAN ID: 0 - (0-4094)
Band: 2.4GHz [ 5GHz
MaxClients Per 64 . (1-120)
Band:
Upstream Per 0 - (0-65536)kbps
Client:
Downstream Per 0 . (0-65536)kbps
Client:
RSSIThreshold: 0 2 (0-100)db
Hide
E3 :

Figure 5-6 Create Captive Portal WLAN - Advanced Mode

Table 5-3: Key word specification in Captive Portal WLAN Configuration Window

WLAN Parameter

Specification

WLAN Name

Label or name of WLAN.

Security Level

Security Level of WLAN, from high to low is Enterprise>Personal>Open. Here
select the Open type.

Captive Portal

Specify the captive portal authentication supporting state. Yes indicates the
WLAN supports captive portal authentication, while No indicates the WLAN does
not support captive portal authentication.

Inactivity Timeout
Status

Enable/Disable inactivity timeout control

Inactivity Timeout
Interval

Specify the inactivity timeout internal, default is 15 minutes

Enable Specify the WLAN state, Yes indicates that WLAN is in broadcast state, while No
indicates WLAN is not in broadcast state.

Hidden Specify visibility of the WLAN, Yes indicates that WLAN is visible to users, while
No indicates WLAN is invisible.

Multicast This feature allows APs to convert multicast streams into unicast streams over
the wireless network based on the IGMP snooping table. Enabling Multicast to
Unicast can enhance the quality and reliability of video streams, while preserving
the bandwidth available to the non-video services

Broadcast ARP If enabled, AP will reply to client’s ARP request instead of forwarding.

VLAN ID Identifier of the VLAN to which the WLAN mapping, it is a user VLAN.

Band Select a value to specify the band at which the network transmits radio signals.

You can set the band to 2.4 GHz, 5 GHz, or All. The All option is selected by
default.
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Max Clients per
band

Specify the maximum number of clients that can be configured for each BSSID on
a WLAN. You can specify a value within the range of 0 to 120. The default value
is 64.

Upstream Per Client

Specify the maximum upstream bandwidth limitation for each user.

Downstream Per
Client

Specify the maximum downstream bandwidth limitation for each user.

Client Isolate

Not permit the clients attached to same AP in the same WLAN to communicate
with each other.

802.11r

Select to enable IEEE 802.11r (Fast BSS Transition). The Fast BSS Transition
mechanism minimizes the delay when a client transitions from one BSS to
another within the same group.

802.11v

Enables/Disables 802.11v. 802.11v standard defines mechanisms for wireless
network management enhancements and BSS transition management. It allows
client devices to exchange information about the network topology and RF
environment. The BSS transition management mechanism enables an Instant AP
to request a voice client to transition to a specific Stellar AP, or suggest a set of
preferred Stellar APs to a client, due to network load balancing or BSS
termination. It also helps the client identify the best Stellar AP to transition to as
they roam.

802.11k

Enables/Disables 802.11k. The 802.11k protocol enables APs and clients to
dynamically measure the available radio resources. When 802.11k is enabled,
Stellar APs and clients send neighbor reports, beacon reports, and link
measurement reports to each other.

802.11b

Enables/Disables allowing 11b legacy clients connect to AP

802.11g

Enables/Disables allowing 11g legacy clients connect to AP

2.4G Client Rate
Control

Enables/Disables 2.4G band accessing control based on client data rate

2.4G Client Rate

2.4G band client with lower data speed will not permit to access, recommended
value 12

5G Client Rate
Control

Enables/Disables 5G band accessing control based on client data rate

5G Client Rate

5G band client with lower data speed will not permit to access, recommended
value 24

2.4G MGMT Rate
Control

Enables/Disables 2.4G band wireless management frame rate control

2.4G MGMT Rate

2.4G band wireless management frame transmit rate, higher value means less
coverage, lower value means larger coverage

5G MGMT Rate
Control

Enables/Disables 5G band wireless management frame rate control

5G MGMT Rate

5G band wireless management frame transmit rate, higher value means less
coverage, lower value means larger coverage

The WLAN Creation Window is closed if you click ‘Cancel’ button.

Click ‘Save’ to save the configuration and create the WLAN.

After the WLAN has been created, proceed to:_ How to Configure Captive Portal Authentication to compete

the configuration.

Delete Your WLAN

In WLAN Window Advanced Mode Figure 4-3 WLAN Window-Advanced Mode, you can delete the WLAN by
clicking the ¢ x Button, as shown in Figure 5-7.
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WLAN Name Status Security Captive Portal Operate
Level

mywifi-1x Enable enterprise Mo S x
wmm

mywifi-employee Enable personal No S x
wmm

mywifi-guest Enable open Yes S x
wmm

mywifi-portal2 Disable open No A
wmm

Figure 5-7 Delete a WLAN

Modify Your WLAN

In WLAN Window Advanced Mode Figure 4-3 WLAN Window-Advanced Mode, you can modify the WLAN by
clicking the ° r Button, shown in Figure 5-8. All configurable WLAN parameters will be displayed on the
right of WLAN Window Advanced Mode, Enterprise WLAN see Table 5-1, Personal WLAN see Table 5-2 and
Captive Portal WLAN see Table 5-3. Click m to cancel the modification or click m to save the

configuration.

WLAN Name Status Security Captive Portal Operate Edit WLANInfo
Level
mywii-1x Enable enterprise No L WLAN Name: myvifi-employee (1-32chars) A
wmm
mywif-employee Enable personal No s Security Level:
wmm
Key Management: Both(wpa &wpa2) ~
mywifi-guest Enable open Yes e
wmm Password Format:
i i r .
mywifi-portal2 Disable open No s % Password: vesessssses
wmm
Conﬁrm: ELITITIT LTS
Enable: @ves ONo
Hidden: O Yes ®@No
MaxClients Per Band: 64 B (1-120)
RSSIThreshold: n = (0-100)db v

Figure 5-8 Modify a WLAN

Modify WLAN QoS

Wi-Fi Multimedia (WMM) is a Wi-Fi Alliance interoperability certification, based on the IEEE 802.11e
standard. It provides basic Quality of service (QoS) features to IEEE 802.11 networks. WMM prioritizes
traffic according to four Access Categories (AC): voice (AC_VO), video (AC_VI), best effort (AC_BE), and
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background (AC_BK). It is suitable for well-defined applications that require QoS, such as Voice over IP
(VolP) on Wi-Fi phones.

You can edit the mapping relationship between DSCP/802.1p values and WMM priorities for a WLAN on
Stellar AP, illustrated in Figure 5-9.

WLAN Configuration x
WLAN Name Status Security Captive Portal Operate WMM Edit

Level
mywifi-Lx Enabie EnlerDIE R NO s ox Uplink:WMM->DSCR/802.1P Downlink:DSCP/B02.1P->\WMM

wmm

mywifi-employee Enable personal No SR DsCP 802.1P
mywifi-guest Enable open Yes A
mywifi-portal2 Disable open No A

Esch WHMM corresponds to a unique DSCP/802Lp value, and the DSCP/802Lp value of sach type of WMM cannot
be dupiicated.The range of the DSCP value is 0-63, the range of the 802.1p val 7.

us is 0-7.

Save

Figure 5-9 Modify WLAN QoS

6 AP Management

This chapter describes how to configure and manage your AP. The ALE Wi-Fi solution is a controller-less based
architecture. The APs can establish an autonomous group, in which there are three types of AP roles, Primary
Virtual Controller (PVC), Secondary Virtual Controller (SVC) and member AP. This chapter describes how to
manage the group and how to check, backup, restore AP configuration and to upgrade firmware in GUI.

AP Management procedures described in this chapter include:

AP Group Management

Import and Export AP Configuration

Upgrade AP Firmware

Modify AP Name and IP Address

Check AP Configuration Detail

Modify AP Transmission Power and Channel

AP LED Specification

Locate AP or Turn LED Off

Kick off an AP from the group

Allow an AP to join the group

How to add a new AP to the group

How to replace an current AP in the group

How to Setup Wireless Networks with more than 64 APs

How to Configure the AP if there is no DHCP server

L2 0 0 T T T T
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AP Group Management

By default, APs will have the group ID 100 and all APs that have the same group ID will align to the same
group. The group will select the AP which has the highest MAC address as the PVC and the AP which has the
second highest MAC address as the SVC. Each group has a management IP address that is a virtual IP and will
be assigned to the PVC. When the PVC fails to respond due to an unexpected error or issue, the SVC will
automatically upgrade to act as the PVC. There will be no interruption or service disturbance to member APs
or any of the wireless users.

Table 6-1 describes the several group attributes parameters.
To configure or modify the group attributes, launch the window ‘System-General Configuration’, as shown in
Figure 6-1. AP group information will be displayed at the top of the Dashboard, as shown in Figure 6-2.

Table 6-1: AP Group Attribution Parameters Specification

Parameter Specification
Group ID Define a unique AP Group
Group Name Name of the group
Location Specify where you will deploy this group of APs. Provide specific name to
identify the group location.
Group It is a virtual IP address and will be dynamically assigned to the PVC. It is
Management IP used for the group management and can be configured manually.
Group Netmask of Group Management IP.
Management
Netmask
General Configuration X
Group Info Management Account Management
Group Name: mywifi_in_office (1-25 chars)
Location: Paris (1-32 chars)
Group Management IP: 192.168.1.200
Group Management Netmask: 255.225.255.0
Save
Group ID: 8848 + (1-9999)

Figure 6-1 AP Group Configuration Window

Alcatel-Lucent @ AP Group : mywfi_in_office - 192.168,1,200 Administrator Logout | About Help | English
Enterprise R Tooks | Polling Cycle: [30s ~ r

Figure 6-2 AP Group Information Location

Stellar AP User Guide
ALCATEL-LUCENT ENTERPRISE 59



Primary Name IP Firmware Operate
PVC

192.168.20.162(AF)

AP-00:E0 733.168.1.200(M) 2.1.0.63 ®cfg  @firmware Oreboot

SVC
MEMBER

Joining

Figure 6-3 AP Group Management IP

There are two IP addresses on the PVC of the group, illustrated in Figure 6-3 (Navigate:Dashboard - AP
Window - AP Configuration Window).

1. AP IP address [e.g.: 192.168.20.162(AP)] - The IP of the PVC which used to communicate with other
Stellar APs in the group and with network entities outside the group. It can be set manually or assigned
from a DHCP server in the network.

2. AP Group Management IP address [e.g.: 192.168.1.200(M)] - The virtual IP for the group management. It
can be set by the administrator manually and as a static group management entrance through wired or
wireless access.

Import and Export AP Configuration

In the AP Configuration Window (Navigate:Dashboard - AP Window - AP Configuration Window), you can
backup, recover or clear the group configuration, illustrated in Figure 6-4 and Figure 6-5.

Primary Name P Firmware  Operale Detailed Information
PV
5 Cpening chu of *
A DED 192.168.20.162(A7) T fabihsinnd AP-OO:EQ Edt
192, 168.1.200{M) You have chosen to open:
Edt
v Whikie
which is: conf File (134 K8)
AP 192,168.20.60 2.1 from: blob: PC
MEMBER What chauld Fresfox de with this Gle? 11111111
) Dpen with ._!'_"_"“‘3:_| OAW-AP1101
® Savetid | § Downloads | | Browse... | 21063
Do this seally for fles like this from now an. Wed Aug 24 11:54:499 UTC 2016
SUCCess
T R
1P Mode: dep  Cdit
" 192,168.20.167
Nitmask: 25E,255.255.0
Defaul Gateway:  192.168.20.254
e —
e

Figure 6-4 Export AP Group Configuration
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Primary Name b Firmware Operate Restore All Confliguration
i @] chaster.conl
e 152.168.20.162(AF) _ = Mami: chaster.conl
AP-DO:ED 162.168.1.200(M) 2.1.0.63 By tivmware Oreboot Sge: 0.01 Mb
Lls
AP 152.168.20.60 2.1.0.60 @ctg  Ofirmware Oreboot
MEMBER
Joining

Figure 6-5 Import AP Group Configuration

Table 6-2: AP Group Configuration

Parameter Specification
Clear all AP configurations, return to factory state.
Download and backup configuration file of AP group, it is recommended to do
this when you have completed all configuration.
Upload configuration file to all APs.
P — Upgrade all AP’s firmware.

@ Note6-1: All configuration settings (clear, backup or restore) will be applied to the entire group. There is no

need to select specific APs to apply configuration settings. The entire group of APs have one configuration

Not
% file.

Upgrade AP Firmware

Before upgrading the AP you should prepare the firmware file to be upgraded. You can download the firmware
file and save it in the local drive of the machine you are using to connect to the Stellar AP or save the

firmware file in a remote TFTP server.

In the AP Configuration Window (Navigate: Dashboard-AP Window-AP Configuration Window), there are
separate entrances for upgrading a single AP or all the APs in a group:
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1. Upgrade single AP: Select the AP to be upgraded from the AP list, click @firmware o upload firmware,
illustrated in Figure 6-6 and Figure 6-7. Generally, it takes approximately five minutes to upgrade the

AP firmware.
2. Upgrade all APs: Click on to open a dedicated upgrade page to upload separate AP

firmware for each AP model and upgrade, illustrated in Figure 6-8.

Primary Name P Firmware Operate Update Firmware
PvC Don't turn off the power during the upgrade process!
) 192.168.20.162(AP)
AP-00:EQ 192.168.1.2000M) 2.1.0.63 @cig  @fimware Greboot @Image Fle  Clmage Fie URL
Step1:select the AP e * Name: aos-wng-r21-osupgrade.bin

Size: 13.56 MBI

MEMBER Step2
Step4

Clear All Configuration Backup All Configuration Restore All Configuration Upgrade Al Firmware

Figure 6-6 Update Single AP using Local Image File

You can also upload the AP firmware from a specified URL as shown in Figure 6-7.

Primary Name P Firmware Operate Update Firmware
Ve Don't turn off the power during the upgrade process!
AP-00:E0 gii:ﬁégfg) 210863 Scfg  @firmware Oreboot Ormage Fie
sve URL: | TFTP://192.168.20.102/a0s-wng-r21-0su
MEMBER (FTP:{/ip[:Port]/path/file.bin:UserName: Password)

Joining
Upload

Clear Al Configuration Backup Al Configuration Restore Al Configuration Upgrade All Firmware

Figure 6-7 Update Single AP from Remote TFTP Server
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Mult-rocdel Upgrade:

Mozl Firmware AP Quantity
APTIL 1

Figure 6-8 Update all APs’ Firmware

Warning 6-1:
Don't turn off the power during the upgrade process!

CAUTION

. Note 6-2: In order to make sure you’re running the latest software, we strongly recommend to clear the

e — &y
=mmmdl browsing data in your browser after the software upgrade, including:
MNote

° Cookies

° Cache

Modify AP Name and IP Address

In the AP Configuration Window (Navigate: Dashboard-AP Window-AP Configuration Window), you can

modify the name and other parameters as needed for the AP in Detailed Information panel.
> Modify AP Name
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Detailed Information
APMame: AP-05:30 Edit
Location: Edit
Status: Working
Role in Group: PVC
Serial Number: NI9GG22Y006UCO1
Model: 0AW-AP1101
Firmware: 2.1.0.65
Upgrade Time: Wed Sep 7 02:27:11 UTC 2016
Upgrade Flag: Success

Figure 6-9 Modify AP Name

Click on “Edit” to modify the AP name. Enter a name to identify the AP. By default, an Stellar AP is named
with the last two bytes of its MAC address (e.g. 05:30 is the last-two-byte MAC address of the Stellar AP in
Figure 6-9).

>  Modify AP IP Address
Enter an IP address to modify AP IP address. Stellar AP supports both static and dynamic IP addresses,
illustrated in Figure 6-10.
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Detailed Information

APName: AP Edit

Location: Edit

Status: Working  Kick Off

Role in Group: sVC

Serial Number: NI9GG22Y006UCO1

Model: OAW-AP1101

Firmware: 2.1.0.60

Upgrade Time: FriAug 19 15:18:42 UTC 2016
Upgrade Flag: Success

1P Mode: dhcp

IP: 192.168.20.60
Netmask: 255.255.255.0

Default Gateway: 192.168.20.254

ODHCP @static En
IP:
Netmask:

Default Gateway:

Figure 6-10 Modify AP IP Address

Check AP Configuration Detail

Click Sl to verify AP configuration in the AP Configuration Window (Navigate: Dashboard-AP Window-

AP Configuration Window).
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AP Configuration

Primary Name

AP-05:30

AP-00:E0

34:e7:0b:00:0d:80

1P Frmware Operate

PVC

192.168.20,106(AF)

1o21es.20.162m) 0 @efy

@firmware Ureboot

svC

2.1.0.65 @firmware Ureboot

MEMBER

192.168.20.110

192.168.20.135

Joining

Current Configuration

option scan_interval '10'
option foreign_ch_dur 's0'
option scan_ifaced 'athscand’
option scan_ifacel 'athscanl'
[captive_portal]

config captive_portal 'eag'
option local_database '1'
option idletime '200°
option idleflow '10240°
option account_interval '900'
option dns_redir '0'
list essid 'mywifi-guest'
list essid "'mywifi-portal'
option switch '1'
list mac_white_rule '4c:48:da:24:f0:20-4c:48:da: 24:f0:20'
list white_list '192.168.1.200-192.168.1.200"
option auth_mode '0'

Figure 6-11 Check AP Configuration Detail

Modify AP Transmission Power and Channel

You can modify the transmission power and working channel for the Stellar AP in the RF Configuration Window.

(Navigate: Dashboard-Wireless Page-RF Window-RF Configuration Window)

RF Configuration
AP 2.4GHz 2.4GHz 2GHz 5GHz
Edit RF Inf I(
Channel Power(dBm) Channel Power{dBm) nrermation
AP auto(1) auto(20) auto(108) auto(23) s AP MName: AP-DO:ED
AP-00:E0 ito(6] to(20! to(100! to(23
auto(6) auto(20) auto{100) auto(23) AP MAC: 34:e7:0b:00:00:e0
Step1
2.4GHz
ACS: QOoN J Step2
APC QoN @
Channel: >
Power(dBm): & (3-20)
Step3
5GHz
ACS: Oon ®OFF
APC: QOon ®IOFF

Figure 6-12 RF Management

Automatic Channel Selection (ACS) and Automatic Power Control (APC) are turned ON by default. The AP
transmission power and channel are adjusted dynamically by default. If you disable ACS and APC the channel
used by the AP and the transmit power must be set manually. In manual mode the AP transmit power can be

adjusted in 1 dB increments. These values must be set for both radio bands.
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AP LED Specification

Table 6-3: Describes the LED status during different stages of Stellar AP.

Red [Blue |[Green|Time Line Status
ON Power on Power on
Bootloader-
ON 05 loading System start up
Elas System running|Network abnormal (Interface down)

Flash |System runningNetwork normal, without SSID created

ON  [System running|Network normal, single band working, ether 2.4Ghz or 5Ghz working

ON System running|Network normal, dual bands working, 2.4Ghz and 5Ghz are both working
Elas Flash System running|Red and Blue LED rotate flash in a specific frequency; OS upgrading
Flas

h Flash |Flash |System running|3 LED rotate flash in a specific frequency; Used for location an AP

Locate AP or Turn LED Off

Step1: Click @ in AP Window of Dashboard to launch ‘LED-Off/Locate’ buttons.
Step2: Click ‘LED-Off’ to turn off the LED light.

AP Working:2 Down:0 Joining:0

Primary Name Status Clients

o AP-00:EOQ Working 2
Locate

o AP Working 0

Figure 6-13 Turn LED off

Step3: Click "Locate” to locate AP.
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Working:2 Down:0 Joining:0

Primary Name Status Clients
% AP-00:EQ Working 2
LED-On /docate >
& AP WWorking o

Figure 6-14 Locate AP

The Restore window appears. The LED blinks with red, blue and green color.

Step 4: Click "Restore” to return to the normal state.

Working:2 Down:0 Joining:0

Primary Name Status Clients
g AP-00:EQ Working 2
9 AP Working ]

Figure 6-15 Restore AP state

Remove an AP from the Group

An AP is removed from the AP group list (PVC/SVC/Member) by selecting “kick off”. Then the AP enters a
group blacklist, if it is not disconnected from the network it will move to the ‘Joining’ state, and without

authorization is not permitted to be a member of group again.
See in Figure 6-16 and Figure 6-17.
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Figure 6-16 Remove an AP from Group

Allow an AP to Join the Group

Primary Name Ip Firmware Operate
PVC
" 192.168.20.162(AP)
AP-00:E0 192.168.1.200(M) 2.1.0.63 ®cfg  Ofirmware Oreboot
SVC Status:
MEMBER
Joining
34:67:0b:00:05:30 192.168.20.60 2.1.0.60 Ocfg  Ofirmware Oreboot

Detailed Information

AP Edit
Edit
Working
SVC
NISGG22Y006UC01
OAW-AP1101
2.1.0.60
FriAug 19 15:18:42 UTC 2016

Success

dhep Edit
192.168.20.60
255.255.255.0

192.168.20.254

Primary Name P Firmware Operate
PVC
y 192.168.20.162(AP) APName:
E0 192.168.1.200(M) 2.1.0.63 &g @firmware Oreboot
Location:
sve Status:
_ Foke n Group:
MEMBER Serial Number:
Joining Modet:
Firmware:
Upgrade Time:
Upgrade Flag:
IP Mode:
P:
Netmask:
Default Gateway:
Clear All Configuration Backup All Configuration Restore Al Configuration Upgrade Al Firmware

Detailed Information

Juining

Clear Al Configuration Backup Al Configuration Restore Al Configuration Upgrade All Frmware

Figure 6-17 Allow AP to join group

In the displayed AP Configuration screen, an AP in ‘Joining’ state is in the group blacklist, the ‘Accept’

operation lets it join the group and removes it from the group blacklist.

How to Add a New AP to Group

To add a new AP to the group, ensure that the PVC is not in the ‘Down’ state. If the PVC is down, upgrade

the SVC to be the PVC before plugging in the new AP.
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How to Replace a Current AP in Group

1. To replace the current PVC: Upgrade the SVC to the PVC before disconnecting the old PVC. Then
replace the old PVC with a new Stellar AP.

2. To replace the SVC or a MEMBER of the group: Disconnect and replace the SVC or member directly
with a new Stellar AP, users on other Stellar APs will not be affected.

How to Setup Wireless Networks With More Than 64 APs

If you have more than 64 Stellar APs, you can setup more than one AP group to provide Wi-Fi service.

There are three methods to setup more than one AP group in the network:

Method one: Divide the Stellar APs into different subnets by changing the default VLAN of the switch ports
to which the Stellar APs connect; for example: subnet-A uses default VLAN 100 while subnet-B uses default
VLAN 200.

Method two: Setup up different group IDs for each AP group respectively. Perform the following steps:
1. Select the APs which you want to work in Group-A, plug in to the switch to build the first AP
group;
2. Browse to the Group-A management interface and change its group ID. (For example: change
the group ID from 100 to 8818), see in General Window.
3. Repeat the above process to setup Group B/C/etc.

Method three: Deploy Stellar AP with ALE Omni Vista can scale up to 512 AP in one network.

,'/ Note 6-3: Without Omni Vista management, each group is managed independently and roaming between groups

e is not supported.
Mote

How to Configure the AP if There is No DHCP server

Case one: If the APs reboot and the DHCP server is not accessible, all the APs return to the system default
IP -192.168.1.254. This means there are duplicate IPs in the broadcast domain. All the APs work separately
as the PVC and broadcast the same WLANSs. In this case, it is highly recommended to fix the DHCP sever in

the network and let the wireless service recover.

Case two: If you want to configure a single Stellar AP without a DHCP server, perform the following steps:

1. Connect the Stellar AP (default IP address is 192.168.1.254) to your configing terminal (laptop
for example) directly with an Ethernet cable.

2. Specify a static IP address and a DNS sever for the network card of your laptop, for example: IP
Address - 192.168.1.100; Subnet Mask - 255.255.255.0; Default Gateway - 192.168.1.254; DNS
sever -192.168.1.254.

3. Browse http://mywifi.al-enterprise.com:8080 or http://192.168.1.254:8080 to configure the
Stellar AP.
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7/ Authentication Management

As WLANs evolve from best-effort to mission-critical infrastructure, organizations are finding that the
operational aspects of network security take on much greater importance. The ALE Wi-Fi solution supports
enhanced security methods to assure your wireless connection is more secure to eliminate any type of
potential sniffers and other security threats. The major features of the ALE WLAN are:

> Tosecure users and network traffic in a WLAN - ALE provides a full suite of authentication, encryption,
and policy enforcement capabilities in an architecture that allows easy integration of additional security
services.

>  Wireless Intrusion Prevention System (WIPS) - To enforce no-wireless policies or detect attacks against
a WLAN, ALE AP provides advanced threat detection and suppressing functions. An AP can scan the
wireless environment and detect the potential rogue and restrict it from replying to user connection
requests.

AP Security described in this chapter includes:

>  Authentication and Encryption Methods

> How to Configure Captive Portal Authentication

Authentication and Encryption Methods

When creating a WLAN, select the security type as illustrated in Figure 7-3.

> Open: No Authentication or encryption method for this WLAN. User data will be transmitted as Plain
text Transmit Mode.

> Personal: There will be several WPA, WPA2, AES and TKIP combinations available once you select
Personal. This does not require an external RADIUS server as illustrated in Figure 7-3.

> Enterprise: Authentication method will be based on WPA Enterprise Architecture. Encryption method

TKIP or AES is selected. An external RADIUS server is required as illustrated in Figure 7-4.

[“=@ 4 Note 7-1: WPA uses 802.1X authentication which is one of the Extensible Authentication Protocol (EAP) types

# available today. 802.1X is a port-based network access control method for wired, as well as wireless, networks.
ote

It was adopted as a standard by the IEEE in August of 2001. EAP handles the presentation of users’ credentials,

in the form of digital certificates (already widely used in Internet security), unique usernames and passwords, smart

cards, secure IDs, or any other identity credential that the IT administrator is comfortable deploying. WPA allows

flexibility in both the type of credentials that are used and in the selection of an EAP type.

TKIP encryption, 802.1X/EAP authentication and PSK technology in WPA are features that have been brought

forward from WPA2. Additionally, WPA2 will provide a new, encryption scheme, the Advanced Encryption
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Standard (AES). WPA2 offers a graceful transition path from WPA that presents a compelling case for
upgrading to WPA now. WPA2 will offer a highly secure “mixed mode” that supports both WPA and WPA2
client workstations. This will allow for an orderly transition in large enterprises that cannot readily upgrade
in a short period of time. Unlike the WEP/WPA mixed mode in WPA devices, WPA2’s mixed mode will support
both WPA and WPA2. It delivers a high level of security to enterprises as they make the move to the even
higher level of security offered in WPA2. Since Wi-Fi Protected Access (WPA) already provides strong
encryption, the transition to WPA2 clients and APs can be done gradually, seamlessly, and with a high level

of confidence that security will not be compromised.

Enterprise
Authentication .ivwoisia

Figure 7-1 Enterprise Authentication

Users in small office and home office (SOHO) environments lack the budget and IT staff to install and maintain
RADIUS authentication servers. WPA recognizes this by offering these users the benefits of WPA security
through the use of a “pre-shared key” (PSK) or password. The PSK provides home and SOHO users with the
same strong TKIP encryption, per packet key construction, and key management that WPA provides in the
enterprise. The difference is that here, a password is manually entered on client devices and on the AP or
wireless gateway and used for authentication. While not as robust as a full-blown RADIUS, EAP and 802.1X
authentication approach, the PSK provides a useful alternative for smaller networks. Upgrading to Wi-Fi
Protected Access in home and small office environments is simple. Users can purchase new WPA-enabled
equipment or update installed equipment. For most users, the update is as easy as installing a new hardware

driver.
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SOHO Authentication

Figure 7-2 SOHO Authentication

One of WEP’s chief weaknesses was that it used a small static key to initiate encryption. This 40-bit key is
entered manually on the AP and on all clients that communicate with the AP. It does not change unless it is
manually re-entered on all devices, a daunting labor-intensive task in a large organization. Cryptographic
studies have demonstrated that an intruder who collects enough data can threaten a WEP network in three
ways: by intercepting and decrypting the data that is being transmitted over the air, by altering the data
that is communicated, and by deducing and forging the WEP key to gain unauthorized access to network and
Internet services. This could be accomplished in a matter of hours on a busy, corporate WLAN.

Also, WEP lacks a means of authentication, validating user credentials to ensure that only those who should
be on the network are allowed to access it. WPA addresses these flaws and brings additional safeguards to
Wi-Fi security. WPA uses a greatly enhanced encryption scheme, Temporal Key Integrity Protocol (TKIP).
Together with 802.1X/EAP authentication, TKIP employs a key hierarchy that greatly enhances protection. It
also adds a Message Integrity Check (MIC, sometimes called “Michael”) to protect against packet forgeries.

Create New WLAN X
WLAN Name:

Security Level: \ Personal V|

Key Management: Both(wpa &wpa2) i

Password Format: wpaz2-personal

Password:

Confirm:

Advance

Figure 7-3 Authentication Security Type-Personal
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WLAN Name: ()

Security Level: | Enterprise hd |

Both(wpa &wpa2) v

AuthServer: wpaz2-enterprise

AuthPort: 1812 I
AuthSecret:

RADIUS Accounting: O

Advance

Figure 7-4 Authentication Security Type-Enterprise

How to Configure Captive Portal Authentication

Create a Captive Portal WLAN

Navigate: Dashboard-WLAN window->’New’ button.

WLAN Name: mywifi-portal (1- 32 chars) ol
Security Level: |0pen V|
Captive Portal: @® yes O No
Enable: ® ves O No
Hidden: O Yes ® No
VLAN ID: 0 K (0-4094)
Band: b 2.4GHz I 5GHz
MaxClients Per 64 K (1-120)
Band:
Upstream Per 0 K (0-65536)kbps
Client:
Downstream Per 0 K (0-65536)kbps
Client:
W

Figure 7-5 Create Captive Portal type WLAN

If you have created the captive portal WLAN, proceed to: Enable Captive Portal Service.

Enable Captive Portal Service
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Navigate: Dashboard-Access Page-Authentication Window-Authentication Configuration Window.

Login by: @account (O Access Code O Terms OF use
UserName Starting Date Ending Date Operate
guestl F016.08.25 F016.08.31 Ea
quest? 2016.08.25 2016.08.31 o~
User Behavior: @ .
TFTP Server:  192.168.0.1 Cyce: | 1h F[m

Figure 7-6 Enable Captive Portal Service

After you have enabled the captive portal service, proceed to: Select Your Login Method.

Select Your Login Method

Navigate: Dashboard-Access Page-Authentication Window-Authentication Configuration Window.

User Behavior: @5
TFIP Server:  192.168.0.1

Captive Porta @RI - Customized Portal Page
RERE_ om GraecaONmEE>
UserName Starting Date Ending Date Operate
questl 2016.08.25 2016.06.31 3
guest2 2016.08.25 2016.08.31 S

o [ D D

Figure 7-7

Select Your Login Method

There are three login methods for the captive portal authentication:
(1) Login by account and password;
(2) Login by unified access code for the organization;
(3) Login by accepting terms of use;
If you have selected the account or access code login method, proceed to: Create Users or Access Code.

Create Users or Access Code

Navigate: Dashboard-Access Page-Authentication Window-Authentication Configuration Window.
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Captive Porta: ) . Add Local Auth User
~
Login by: O Access Code O Terms Of use “UserName:
UserName Starting Date Ending Date Operate | “Password:
quest1 2016.09.05 2016.09.30 % *Confim:
guest2. 2016.09.05 2016.09.30 SR
Firstname
Lastname
Mail
Phone
Company
@ *Starting Date ]
User Behavior: (& . “Ending Date ]
=TFTP Server:| 192.168.0.1 Cyce:  1h
v
L 4

Figure 7-8 Create Captive Portal Users

Note 7-2: If you have selected login by account method for the captive portal authentication, it ONLY supports

users in the local user database. It does not support connecting to an external authentication server. You can

Mote

add user accounts to the local user database, see in Figure 7-8.

Note 7-3: Single user account can be used by multiple devices simultaneously, there are no limits to the number of

devices a captive portal user account can connect to the network.

Stellar AP User Guide
ALCATEL-LUCENT ENTERPRISE 76



Customized Portal Page Add Access Code
Oaccount {® Access Code )0 Terms Of use

Captive Portal: &) .

12365489

Logkby: Access Code:
Access Code Operate
123456 x

@

User Behavior: (51 .
TFTP Server:

ove:

192.168.0.1

Figure 7-9 Create Access Code

Customize Your Splash Page (Optional)

Navigate: Dashboard-Access Page-Authentication Window-Authentication Configuration Window-
Customized Portal Page Panel.

——— -,
Customized Portal Page

Captive Portal: @Y . ‘ Customized Portal Page

Login by: O Access Code O Terms OFf use m
UserName Starting Date Ending Date Operate hlote logo fiie el anj20ks
Qa0
guestl 2016.08.25 2016.08.31 a1 " o file selected.
guest2 2016.08.25 2016.08.31 a1

Note:Background file as less than 40k.

Background:
. T file selected.

A
;

Note:Terms of use as less than 50k.

User Behavior: (1 .
TFTP Server:

T

192.168.0.1

Terms of use:

(CHronee Yo fesecte

< >

Figure 7-10 Customize Your Splash Page

Log User Behavior (Optional)

Navigate: Dashboard-Access Page-Authentication Window-Authentication Configuration Window

The user behaviors including online and offline are logged and sent to the specified TFTP server. The
detailed information of the user behavior can refer to: Authentication Configuration Window.
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Captive Portat: € . Customized Portal Page
~
Login by: @account O Access Code O Terms Of use m
UserName Starting Date Ending Date Operate ﬁc));i:-logo fllzlaslie=slhanz20kc
guestl 2016.08.25 2016.08.31 ra No file selected.
guest2 2016.08.25 2016.08.31 ra
Note:Background file as less than 40k.
Background:
Mo e st
m Note:Terms of use as less than 50k.
Terms of use:
user Behavior: (5 . No fiie sefected.
TFTP Server: | 192.168.0.1 Cycle: | 1h
v
< >

Figure 7-11 Log User Behavior

Specify Your Walled Garden (Optional)
Navigate: Dashboard-Access Page-Black List & Whitelist Window-Walled Garden Tab.

Black List & Whitelist

Black List White List Walled garden

IP Address Operate
192.168.1.100-192.168.1.100 b 4
Starting IP:
Ending IP:

Figure 7-12 Wall Garden

Specify Your Captive Portal Whitelist (Optional)
Navigate: Dashboard-Access Page-Black List & Whitelist Window-White List Tab.
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Black List & Whitelist

Black List Walled garden

MAC Address Operate
4c:48:da:24:f1:90-4c:48:da: 24:f1:90 x
Starting MAC:
Ending MAC:

Figure 7-13 Portal Whitelist

79



8 Tools

Tools are several commands provided for diagnosing and troubleshooting. The commands are applied to a
single AP in the group. You can select an AP from the group and execute a command to discover the

running information of the AP, such as system health, wireless health and reboot reason. Illustrated in
Figure 8-1, Figure 8-2.

Alcatel-Lucent AP Group : mywifi_in_office - 192.168.1,200 Administrator: Logout | About Help | English [75*
Enterprise Fars Polling Cycle: [30s ] 4
Working:2 Down:0 Joining:0 Monitoring
@RX BTX @client
1 10,
0s E
- —
o 0
10:48:08 MATIR 10:42:08 14738
ThrsughputMoes) Clignt.
10, 10,
User Name » MAC WLAN Auth 8 Ll
192.168.20.1 00:26:¢7:63:04:16 mywfrauest  OPEN 9 L
192.168.20.102 44:85:00:60:68:79 mywlhemplo.. PSK ; ; 2
3 |
EE —— o o
¢ ZAGH: sehz o T aent Gead Far
ClentBang

Chient Heaith

\ -Select Command-

-Select Command-
show system health
show WIFL info
show history syslog info
tcpdump

traceroute

ping

show history reset reason

Figure 8-2 Troubleshooting Command

Table8-1 describes the commands for troubleshooting.

Command purpose
Show system heath Show system CPU and memory usage information of specified AP
Show WIFI Info Show wireless interface information of specified AP
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Show history Syslog info

Show historic Syslog messages generated in last time system running (Before
this time system up) of specified AP

traceroute

Traceroute from specified AP to another host in the network

Ping

Ping operation from specified AP to another host in the network

Show history reset
reason

Show historic reboot reason of specified AP

PMD

Tools

-Select Command-
show system health
show WIFI info

show history sysleg info
tcpdump

traceroute

ping
show history reset reason

| -Select Command- lAP: 34:e7:0b:00:00:e0 |v |

pvD: @ . TFTF Server: | 192.168.1.100 |

Figure 8-3 PMD

Post Mortem Dump (PMD) is a troubleshooting method helping to identify root cause of a core dump and
exception pointers after a fatal crash. If PMD is enabled and configured, the AP will send PMD files to a

specific TFTP server immediately when there is key process crashing on the AP. By default, PMD files
sending to external TFTP server is disabled.

Reset the AP to Factory Default Settings

Press and hold the reset button for approximately 5 seconds then release. The LED will turn off and then
turn red as the AP reboots to the factory default settings.
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9 AP Ul

AP Ul is a dedicated web interface to monitor and configure single AP in the group, while group web
management system is focus on cluster configuration as well as monitoring. In AP Ul, you can:

(1) Learn the WLANSs status, connecting clients on the AP;

(2) Configure DHCP/DNS/NAT services on the AP;

(3) Configure wireless Mesh/Bridge feature for the AP;

(4) Maintenance - Upgrade/Reset/Reboot the AP.

Login to AP Ul

When AP is working in the Express mode, you need to login the group web management. In the AP List of
group web, you can click the link to open a specific AP Ul.

AP Configuration

Primary Name Firmware QOperate Detailed Information
PVC
192.168.55.17(AP) AP Name: AP-C2:70 Edit
192.168.55.239(M) Orebeat MAC: 34:E7:08:03:C2:70
sve Location: Edit

AP-D7:50 192.168.55.9 3.0.3.28 Oreboot Status: Working

Role in Group: PVC
MEMBER
Serial Number: 57170200040

AP-24:00 192.168.55.1 3.0.3.29 Oseboot
e Model: OAW-AP1221

AP-18:40 192.168.55.10 3.03.28 Oreboot Firmware: 3.0.3.28

AP-OCFD 192.168.55.19 3.0.3.28 Oeboot Upgrade Time: Thu May 3 17:40:04 2018
Upgrade Flag: successfully

AP-09:F0 192.168.55.13 3.0.3.28 Oreboot

AP-05:90 192.168.55.18 3.0.3.28 ®reboot
IP Mode: DHCP Edit
IP: 192.168.55.17
Netmask: 255.255.255.0
Default gateway: 192.168.55.254
DNS: 219.141.136.10

v cotpson | o o

Figure 9-1 AP List - link to AP Ul
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Adrinistrator Logout | Atiout | [English =
Alcatel-Lucent @ kg 5;;,?,’35;—'
Enterprise
MaC ® stans Chents WLAN Name. stans. Type Clents
S4ETON03:07:50 192168553 wsTER ] Employee-test enable Pessonal 1
Guest enabie pen ]
Enterprice ditabie Enterpnse o
Empioyee enabie Personal 7
ex-portal disable Open o
hee-test enable Open o
® Mag WL Auth Chanael Status Cients
182.168,55.56 plcy pex = 146 £ sty bod 4
56,0 140 el E ]
100,149 30:07:72:30100:33 Empropes P l
100.1.1.54 O4:da:5e bibe Empioyee Pex
100,022 9CTIA7 218 Emphopee [
100.1.1.34 104052 Pt Emplcyes [

Figure 9-2 AP Ul

When AP is working in the OmniVista Enterprise mode, you can open the AP Ul through the “AP Web”
hyperlink. More information can refer to help information on OmniVista platform.

AP Interface
Navigate: AP-Ul -> Network -> AP Interface -> AP Interface Configuration.

Name Speed(MB)  Model Link Status ~ Enable Operate
ENETO 1000 Trunk up Yes

Backhaull 0 Trunk Down No Y
Connectorl 0 Trunk Down No rd

Figure 9-3 AP Interface

e ENETO - Uplink interface of the AP.
e Backhaul1 - Uplink interface of the Mesh/Bridge link.
e Connector1 - Downlink interface of the Mesh/Bridge link.

For each AP interface
e Speed - Link speed of the AP interface.
e Mode - VLAN access mode or WLAN trunk mode.
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e Link Status - Up/down.

e Enable - Indicate whether the AP interface is enabled or disabled.

e Operate - Can be applied to Backhaul1 or Connector1 interface for wireless mesh/bridge
configuring.

Navigate: AP-Ul -> Network -> AP Networks.
AP Network Configuration X
Name Vian Protocol IP Address Operate Edit Network
Vian6&7 667 Static 4
vian31 3 Static Vi Network Name: vlan666
wan DHCP 192.168.55.17 d Vian: 666
vlan666 666 Static 100.1.1.1 k4 Protocol: Static v
IP Address: 100111
Hietaskc 255.255.255.0
BB 192.168.55.17
Default Route: . off

Figure 9-4 AP Network

e Network Name - Name of the network. There are 2 types of network on AP: VLAN networks
mapping to WLAN (SSID); WAN networking mapping to AP uplink port.
e VLAN - VLAN ID mapping to specific WLAN (SSID).
e Protocol - IP address allocation for the network interface. IP address of a network interface is
usually set as the gateway of the devices connecting the network.
o DHCP - Indicates the interface IP address of the network is obtained from an outside DHCP
server.
o Static - Indicates the interface IP address of the network is manually set.
Operate - Edit the AP network.
IP Address - Interface IP address of the network.
Netmask - Netmask of the network.
DNS - DNS server for the network.
Default Route - Indicate whether the interface of the network is default route of the AP. By
default, WAN interface in the default route of the AP.

Configure Mesh/Bridge through AP Ul

Navigate: AP-Ul -> Network -> AP Interface -> AP Interface Configuration.
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AP Interface Configuration

Name Speed(MB)  Model Link Status ~ Enable Operate Edit Interface

ENETO 1000 Trunk up Yes

Backhaull 0 Trunk Down No Y Enable: (#Yes No

Connectorl 0 Trunk Down No £ Model: ®Mesh Bridge
510 ale_mess
Band: 024G @56
Is Root: UYes ®No

Passphrase: asssenes

Confirm:

Figure 9-5 Configure Mesh/Bridge

Edit the Backhaul1/Connector1 interface:

Enable - Enable/disable the wireless mesh/bridge on the AP.

Mode - AP working mode, mesh mode or bridge mode.

SSID - WLAN used to setup wireless mesh/bridge connection.

Band - Mesh/bridge working band. All the mesh connection from root node to leaf shall be in the
same band.

Is Root - Specify the root node of the wireless mesh chain.

e Passphrase - Password of the WLAN used to setup wireless mesh/bridge connection.

e Confirm - Re-enter the password to confirm.

Configure DHCP through AP Ul
Navigate: AP-Ul -> Service -> DHCP.
For an AP group in the same L2 domain, you can setup DHCP server on a specific AP in the group.
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Detailed Information
AP Name: AP-C:70  Edit
MAC: I4:E7:00:02:C2:70
Location: Edlit
AP-D7:50 192.168.55.9 3.0.3.28 @iy Oreboal Status: warking
Role in Group: LS
MEMBER
Sevial Numiber: S52170200040
AP-18:A0 192.168.55.10 3.0.3.28
@ty Onboot Moget: CAW-AP1221
AP-1ACED 192.168.55.15 3.0.3.28 ®etg Orehoot Firmware: 3.0.3.28
AP-0G:80 192,168.55.11 1.0.3.28 @i Oreboat Upgrade Time Ther Mmy3- 740504 2038
Upgrade Flag: successfully
AP-05:90 192.168.55.18 3.0.3.28 @y Cheboat
AP-OC:FO 192.168.55.19 3.03.28 iy Oreboot
% 1P Mode: DHCP Edit
P 192.168.55.17
Netmiask: 255.255.255.0
Default gateway: 192,168.55.254
DNS: 215.141.136.10
Figure 9-6 DHCP Server in AP group
Cliants RF
» M WA Aush Chanrel St Powver
aLee P apcsnd:ased AN £y P :4‘;. :m m :\:
D] DAS NAT
Pocd Hame. Gateway Poct Sae Aasign Hietveori Dperete. Pool Detat
asf 666 00,511 EL B0 vimEEs. aaien [§]
wd Pood lame: wk_F56
S Pool e e
e Asugns 0
Netwerk: wharss
L Timer: A
Subet: FE5.I55.0550
Gty 1W0LLL
Range Sart: 100.3.4.2
Rarnge Supr 100.1.1.250
m oRsL: 192.160.55.47
Dhs2:

Figure 9-7 DHCP Server

Pool Name - Name of the DHCP pool.
Pool Size - Size of the DHCP pool.
Assign - IP addresses have been allocated.
Network - Network to which the DHCP pool is bound. A Network usually means the VLAN mapping
to specific SSID or the AP WAN interface. All the networks are displayed in the window: AP Ul ->

Network -> AP Networks. You must map the VLAN to a SSID before it can be displayed in the AP UI.
e Lease Time - Period of time that the IP address allocated can be used by the device. By default,

lease time is 24 hours.
e Subnet - Subnet of the DHCP pool.
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Gateway - Specify the gateway for the DHCP pool.
Range Start - DHCP pool starting IP address.
Range Stop - DHCP pool ending IP address.

DNS1 - Primary DNS server for the DHCP pool.
DNS2 - Secondary DNS server for the DHCP pool.
Operate

o Bind Network - Bind the DHCP pool to specific Network. Before binding, you need to

configure the Network basic parameters in the ‘AP Ul -> Network -> AP Networks window’.

Only Network with static IP (as gateway) can be bound to a DHCP pool.

o Delete - Delete the DHCP pool.

o Leases - Display the IP addresses which have been allocated to devices.

Configure DNS Cache through AP Ul
Navigate: AP-UI -> Service -> DNS.

e Cache Size - Specify the size for the DNS cache.

Configure NAT through AP Ul
Navigate: AP-Ul -> Service -> NAT -> Source NAT.

Source NAT

Source NAT Configuration
Name Source IP Source Port Destination IP  Destination Translation Operate

Port

employee 100.1.1.0/24 MASQUERADE to # X% Name:
wan
Source IP:
Destination IP:
Source Port:

Destination Port:

Protocol Type:

Translation:

QOutput Interface:

Edit Source NAT

employee

100.1.1.0/24

ALL

wan

®Use Masquerade

Figure 9-8 Source NAT

Source NAT can be utilized to translate the internal IP addresses to single external IP address while visiting

Internet, by saving public IP address.
e Name - Name of the Source NAT rule.

Source Port - Mapping source port of the NAT rule.
Destination Port - Mapping destination port of the NAT rule.

IP address (gateway) of the network.
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Protocol Type - Network protocol to which the NAT rule is applied.
Output Interface - Specify the outbound interface of the NAT rule.
Translation - Use Masquerade, indicates the internal IP addresses will be translated to the interface

Source IP - Mapping source IP address of the NAT rule, single IP or segment.
Destination IP - Mapping destination IP address of the NAT rule, single IP or segment.

87



Destination NAT

Destination NAT Configuration X
Name Source IP Source Port Destination IP  Destination Translation Operate Add Destination NAT
Port Source IP: 106.78.34.108 .
Destination IP: 112.52.77.50
Source Port: 8090
Destination Port: 8090
Protocol Type: Both TCP and UDP v

Input Interface: wan -

*Translation: ®specify Network Addr
1P 192.168.1.100

Figure 9-9 Destination NAT

Destination NAT can be utilized to realize visiting specific server in the internal network from internet.

10

Name - Name of the destination NAT rule.
Source IP - Mapping source IP address of the NAT rule, single IP or segment.
Destination IP - Mapping source port of the NAT rule.
Source Port - Mapping source port of the NAT rule.
Destination Port - Mapping destination port of the NAT rule.
Protocol Type - Network protocol to which the NAT rule is applied.
Input Interface - Specify the inbound interface of the NAT rule.
Translation
o IP - IP address to which the external IP address will be translated
o Port - Port to which the external IP address will be translated

Web Management with HTTPS

There are two methods to login to the AP group web management system:

(1) HTTP protocol with URL http://mywifi.al-enterprise.com:8080, which is simpler and easier for the user
without needing to install the digital certificate;

(2) HTTPS protocol with URL https://mywifi.al-enterprise.com, which is more secure communication
between AP and the browser.

User can select his/her preferred managed method accordingly.

User can access the web manager directly with HTTP. If you want to access with HTTPS, a CA root needs to
be downloaded from the AP and installed into the trust store of the browser used. The certificate
installation procedure varies from operating system and browser combinations. You can follow below
illustrated steps to install the root CA accordingly.
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http://mywifi.al-enterprise.com:8080/
https://mywifi.al-enterprise.com/

Download the Certificate from AP

In the HTTP login page, you can download the root certificate file “ALE-OmniAccess-WLAN.CRT” from AP,
illustrated in Figure 10-1 and Figure 10-2.

j 3 Administrator v

Login by hitps

Figure 10-1 HTTP Login Page

1.Download and Install Certificate

2.Go to HTTPS page for login

MNote:Please make sure all the APs in the group have being upgraded to
2.0.1.100 or later version before login with https.

Figure 10-2 Download Certificate from AP

Install the Certificate on Different Platform accordingly

You can follow the demonstrated steps to install the certificate based on the operating system and browser
combinations.

After you have installed the certificate successfully, you can access https://mywifi.al-enterprise.com to

manage the AP group.
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Case A: Microsoft Windows + Microsoft IE/Google Chrome

When using Microsoft IE or Google Chrome on Microsoft Windows platform, you can follow the steps
illustrated from Figure 10-3 to Figure 10-8 to install the certificate.

b This PC » Downloads » Certificate

e

Mame Date modified Type Size
5] ALE-OmniAccess-WLAN s - e o
“ Open i
& Install Certificate
- Ea Scan with Windows Defender...
. Open with...
Share with >

g Add to archive...

g Add to "ALE-Omnifccess-WLAN.rar"

g Compress and email...

g Compress to "ALE-Omnifccess-WLAN.rar" and email

Figure 10-3 Case A - Step 1

“* Certificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store,

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

Store Location

(®) Current User
() Local Machine

To continue, dick Next.

Cancel
Figure 10-4 Case A - Step 2
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& L¢ Certificate Import Wizard

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can spedify & location for
the certificate.

(O Automatically select the certificate store based on the type of certificate
(®) Place all certificates in the following store
Certificate store:

| | | Browse...

| Mext Il Cancel

Figure 10-5 Case A - Step 3

Select Certificate Store *

Select the certificate store you want to use.

| Personal -

W8l Trusted Root Certification Authorities

tificates are kept.

| Enterprise Trust
7] Intermediate Certification Authorities
| Trusted Publishers

T imtrnieted Cartifirates W
< >

store, or you can spedfy a location for

e based on the type of certificate

[ show physical stores re

[ ok | cancel

- | I Browse...

I Mext I | Cancel

Figure 10-6 Case A - Step 4
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« ;{;.‘J Certificate Import Wizard

Completing the Certificate Import Wizard

The certificate will be imported after you dick Finish,

‘You have specified the following settings:
(oCTgn il 1o (R e [N Trusted Root Certification Authorities
Content Certificate

[ Finish | cancel

Figure 10-7 Case A - Step 5

1.Download and Install Certificate

2.Go to HTTPS page for login|

Mote:Please make sure all the APs in the group have being upgraded to
2.0.1.100 or later version before login with https.

Figure 10-8 Case A - Step 6

Case B: Microsoft Windows + Mozilla Firefox
When using Mozilla Firefox browser on Microsoft Windows, you can follow the steps illustrated from Figure

10-9 to Figure 10-13 to install the certificate.
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MNew Win-
dow

te

Print

Jo

Find

jf

Developer

Customize

fg Copy

100%

- -}

MNew Private
Window

©

History

o

Options

Synced Tabs

€ Sign in to Sync

Paste

4=

Save Page

il
m]
b i

Full Screen

&

Add-ons

e o

Figure 10-9 Case B - Step 1

A Advanced

Requests

When a server requests my personal certificate:

Select one automatically

® Ask me every time

v | Query OCSP responder servers to confirm the current validity of certificates

View Certificates

Security Devices

/1), Insecure Connection X ¥ Options x T+
€ U rirefor | aboutpreferences#advanced Q
Advanced ®
General Data Choices Network Update Certificates
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Figure 10-10 Case B - Step 2
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Certificate Manager ¥

Your Certificates People Servehers

You have certificates on file that identify these certificate authorities:

Certificate Name Security Device "B
wAC Camerfirma S.A. ()
Chambers of Commerce Root - 2008 Builtin Object Token
Global Chambersign Root - 2008 Builtin Object Token
wMAC Camerfirma SA CIF AB2743287
Chambers of Commerce Root Builtin Object Token
Global Chambersign Root Builtin Object Token
wACCY
ACCVRAIZ1 Builtin Object Token 9
View... Edit Trust... Import... Export... Delete or Distrust...

Figure 10-11 Case B - Step 3
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Figure 10-12 Case B - Step 4
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Certificate Manager

Downloading Certificate

You have been asked to trust a new Certificate Authority (CA).

Do you want to trust " 0AwW-AFfor the following purposes?

I Trust this CA to identify websites. I
[ Trust this CA to identify email users.

[] Trust this CA to identify software developers.

Before trusting this CA for any purpose, you should examine its certificate and its policy
and procedures (if available).

View Examine CA certificate

RN

Figure 10-13 Case B - Step 5

Case C: Apple MAC OS X + Google Chrome
When using Google Chrome on Apple MAC OS X, you can follow the step illustrated from Figure 10-14 to

Figure 10-22 to install the certificate.

& Ohome Fie ER View Histry Bookmarks Wiicow Help
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R | eum x \il

e lal m =
Nowe Tab p =
3 Appe For geick place your bar. |moon Dookmanks now... Neaw Window. BN
New Incognito Window RN
Bookmarks L3
Recent Tabs L3
Edit Cut | Copy | Paste
Save Page As... s
Find... ®F
Print... e

Foom 100 [+

GO gle i o

Sign in io Chrome...
Settingn

AhouT Caoogie Chroma

Halp 3
I3 Shrome is Out of Date

More tools >

Figure 10-14 Case C - Step 1
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Chrome

History
Extensions

Settings.
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Settings
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(® Open the New Tab page
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Open a specific page or set of pages. Set pages

Appearance

| Get themes || Reset to default theme
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Search
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Google v | Manage search engines.

People

You are currently the only Google Chrome user.
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Google Ghrome is not currently your default browser.

Figure 10-15 Case C - Step 2
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Figure 10-16 Case C - Step 3
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Figure 10-17 Case C - Step 4
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Click to lock the login keychain.
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Figure 10-19 Case C - Step 6
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Figure 10-20 Case C - Step 7
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Figure 10-21 Case C - Step 8
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Figure 10-22 Case C - Step 9

Case D: Apple MAC OS X + Mozilla Firefox

When using Mozilla Firefox browser on Apple MAC OS X platform, go to Case B: Microsoft Windows +
Mozilla Firefox and follow the steps to install the certificate.
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Note 9-1: The recommended operating system and web browser refer to Prerequisites for Setting up and

— Accessing AP Group.
MNote
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A. End-User Software License Agreement

ALCATEL-LUCENT ENTERPRISE USA, INC. ("ALU E")
SOFTWARE LICENSE AGREEMENT

IMPORTANT

Please read the terms and conditions of this license agreement carefully before installing or downloading
this software. The installation and use of the software is subject to these terms and conditions
(Agreement).

In this Agreement:

"Licensee” or You, Your and Yourself, means: the legal person or entity that by its authorized agents or
representatives installs and/or uses, the Software.

"Software” (as defined in Section 1 below) for its own use and not for resale or distribution.

"Licensor” means Alcatel-Lucent Enterprise USA, Inc. or one of its Affiliated Companies or authorized
distributors entitled to distribute the Software.

"Affiliated Companies” means any entity Controlling, Controlled by or under common Control, directly or
indirectly, with Alcatel-Lucent Enterprise USA, Inc., "Control” means the ability to determine the
management policies of a company or other entity through ownership of a majority of shares, by control of
the board of management, by agreement or otherwise

Provided that You accept the terms and conditions of this Software License Agreement (the "Agreement”) in
accordance with the following paragraph and pay all applicable "License Fees", the Software shall be
licensed subject to, and the use of the Software shall be governed by, this Agreement, except to the
extent that a separate valid license agreement has been previously entered into between Licensee and
Licensor that sets forth the terms and conditions for the use and license of the Software for the number of
users for which, and on the platform on which Licensee is installing it, on terms and conditions equivalent
to this Agreement ("Separate Agreement”).

Notwithstanding anything to the contrary herein, if Licensee has entered into a Separate Agreement, the
Software is licensed subject to the terms and conditions of the Separate Agreement and the provisions of
the Separate Agreement shall supersede and replace any and all conflicting terms and conditions of this
Agreement, even if Licensee clicks the accept button below. In such case, for the avoidance of doubt, the
Separate Agreement and this Agreement shall not be deemed two concurrent agreements, and only the
Separate Agreement shall be deemed entered into between Licensee and ALU E with respect to the
Software.

IN THE EVENT WHERE NO SEPARATE AGREEMENT IS CURRENTLY IN FORCE, BY CLICKING THE ACCEPT
BUTTON OR INSTALLING OR USING THE SOFTWARE, LICENSEE IS CONSENTING TO BE BOUND BY THE
PROVISIONS OF THIS AGREEMENT AND IS BECOMING A PARTY TO THIS AGREEMENT. IF LICENSEE DOES NOT
AGREE TO THE TERMS OF THIS AGREEMENT, CLICK THE BOX ADJACENT TO THE STATEMENT "I DO NOT
ACCEPT THE LICENSE AGREEMENT" AND PROMPTLY DELETE ANY FILE CONTAINING THE SOFTWARE AND
RETURN THE UNUSED SOFTWARE TO THE PARTY FROM WHOM YOU OBTAINED THE SOFTWARE. IF YOU HAVE
ANY QUESTIONS ABOUT ANY PART OF THIS AGREEMENT PLEASE CONTACT YOUR ALE REPRESENTATIVE.
LICENSEE IS ENCOURAGED TO SEEK LEGAL REVIEW OF THIS AGREEMENT PRIOR TO ACCEPTING IT.

1. License Grant and Restrictions of Use. This is a license, not a sales agreement, between the Licensee
and ALU. Subject to Licensee paying all applicable fees, and subject to the terms set forth in this License
Agreement ("Agreement”), ALU E or any of its Affiliated Companies, or, its local authorized Reseller or its
authorized distributors from whom you purchased a license to use the software ("Licensor"), grants you this
non- exclusive, non-transferable license to use the software program(s) delivered with this Agreement in

Stellar AP User Guide
ALCATEL-LUCENT ENTERPRISE 101



machine-readable form (the "Software"), and any documentation delivered with the Software (the
"Documentation”). You shall not, and you shall not authorize other persons or entities to: (i) directly or
indirectly, by electronic or other means, reproduce (except one copy for archival purposes), publish,
distribute, rent, lease, sell, sublicense, assign or otherwise transfer the Software and Documentation or
any part thereof or this Agreement; (ii) reverse-engineer, decompile, disassemble, merge, modify, use for
competitive analysis, create derivative works of, or translate the Software or use any part of the Software
outside the scope of the intended use of the Software; (iii) use the Software and Documentation for any
purpose other than internal business purposes and not permit sublicensing, time sharing, rental, facility
management, service bureau or application development use of the Software nor permit publication or
distribution of results of any benchmark tests run on the Software without the express written permission
of Licensor, or (iv) remove or obscure any copyright, trademark or other proprietary notices or legends
from any portion of the Software, the Documentation or any associated documentation.

This license solely enables you to install the Software on one or more server computers and to use the
Software on that concurrent nhumber and type of server computers for which you have paid Licensor the
applicable license fees. The Software is considered to be in use when it resides in memory or is otherwise
stored on a machine. The Software might not be usable by you until you have obtained a license key that
enables the Software. By obtaining a license key for the Software, you ratify your assent to this Agreement.
You agree to ensure that anyone who uses the Software or Documentation does so only for your authorized
use and complies with the terms of this Agreement. You may not use the Software to provide time-sharing,
service bureau or other similar types of services to third parties.

If you use the Software within a country in the European Union, the Software Directive enacted by the
Council of European Communities Directive dated 14 May, 1991, will apply to the examination of the
Software to facilitate interoperability. You agree to notify Licensor of any such intended examination of
the Software and may procure support and assistance from Licensor

2. Confidentiality. Licensor considers the Software to contain valuable trade secrets of ALU E, or it’s
licensors, the unauthorized disclosure of which could cause irreparable harm to ALU E or it’s licensors.
Except as expressly set forth herein, Licensee agrees to use reasonable efforts not to disclose the Software
to any third party and not to use the Software other than for the purpose authorized by this License
Agreement. This confidentiality obligation shall continue after any termination of this License Agreement.

3. Indemnity. Licensee agrees to indemnify, defend and hold Licensor harmless from any claim, lawsuit,
legal proceeding, settlement or judgment (including without limitation Licensor's reasonable United States
and local attorneys' and expert witnesses' fees and costs) arising out of or in connection with the
unauthorized copying, marketing, performance or distribution of the Licensed Materials.

4. Limited Warranty. Unless a longer period is mandated by law, Licensor warrants that for a period of 90
days from the date of shipment of the media containing the Software to you, the Software, if operated as
instructed, will perform substantially in accordance with the accompanying user documentation. Licensor's
obligation under this warranty shall be limited as set forth below. Licensor does not warrant that the
Software is totally free from error or omission or that its operation will be uninterrupted. All warranty
obligations are void if the Software has been improperly installed or, except as allowed by applicable law,
has been modified by a party other than Licensor.

EXCEPT FOR THE WARRANTIES SET FORTH ABOVE, THE LICENSED MATERIALS ARE LICENSED "AS IS" AND
LICENSOR AND ITS SUPPLIERS AND/OR AUTHORIZED REPRESENTATIVES DISCLAIM ANY AND ALL OTHER
WARRANTIES, WHETHER EXPRESS OR IMPLIED, INCLUDING (WITHOUT LIMITATION) ANY IMPLIED WARRANTIES
OF MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE, TITLE AND NON-INFRINGEMENT, PROVISION
OF OR FAILURE TO PROVIDE SUPPORT SERVICES, THAT SOFTWARE ERRORS (IF ANY) WILL BE CORRECTED,
AND THAT THE SOFTWARE WILL OPERATE UNINTERRUPTED OR ERROR FREE. SOME STATES DO NOT ALLOW
THE EXCLUSION OF IMPLIED WARRANTIES SO THE ABOVE EXCLUSIONS MAY NOT APPLY TO LICENSEE. THIS
WARRANTY GIVES LICENSEE SPECIFIC LEGAL RIGHTS. LICENSEE MAY ALSO HAVE OTHER RIGHTS WHICH VARY
FROM STATE TO STATE.
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a. Specific Disclaimer for High Risk Activities: The Software are not designed or intended for use in high-
risk activities, including, without limitation, nuclear facilities, aircraft navigation or aircraft
communication systems, air traffic control, direct life support machines, or weapons systems, in which the
failure of the Components could lead directly to death, personal injury, or severe physical or
environmental damage ("High Risk Activities”). Licensor and its suppliers and/or authorized representatives
specifically disclaim any express or implied warranty of fitness for High Risk Activities.

5. Limitation of Liability. Licensor's cumulative liability to Licensee or any other party for any loss or
damages resulting from any claims, demands, or actions arising out of or relating to this License Agreement
shall not exceed the license fee paid to LICENSOR for the Licensed Materials. IN NO EVENT SHALL LICENSOR
AND ITS SUPPLIERS AND/OR AUTHORIZED REPRESENTATIVES BE LIABLE FOR ANY INDIRECT, INCIDENTAL,
PUNITIVE, CONSEQUENTIAL, SPECIAL, OR EXEMPLARY DAMAGES, INCLUDING, WITHOUT LIMITATION,
DAMAGES FOR INTERRUPTION OR COMPUTER FAILURE OR MALFUNCTION OR LOSS OF PROFITS OR REVENUES,
GOODWILL, INFORMATION OR DATA, OR ANY OTHER PECUNIARY LOSS, WHATSOEVER, HOWEVER CAUSED
AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING
NEGLIGENCE OR OTHERWISE), ARISING IN ANY WAY OUT OF THE USE OR MISUSE OF THE LICENSED
MATERIALS, OR THE PROVISION OF OR FAILURE TO PROVIDE SUPPORT SERVICES, EVEN IF LICENSOR HAS
BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES. SOME JURISDICTIONS DO NOT ALLOW THE
LIMITATION OR EXCLUSION OF LIABILITY FOR INCIDENTAL OR CONSEQUENTIAL DAMAGES, SO THE ABOVE
LIMITATION OR EXCLUSION TO INCIDENTAL OR CONSEQUENTIAL DAMAGES MAY NOT APPLY TO LICENSEE.

6. Taxes and Duties. Licensee will be responsible to pay any sales, use, value added, consumption or goods
and services tax, import duties, or any other taxes or charges which may be applicable to this product or
license.

7. Export Control. This product is subject to the jurisdiction of the United States. Licensee may not export
or re-export the Licensed Materials, without complying with all United States export laws and regulations,
including but not limited to (i) obtaining prior authorization from the U.S. Department of Commerce if a
validated export license is required, and (ii) obtaining "written assurances” from licensees, if required.

8. Support and Maintenance. Except as may be provided in a separate agreement between Licensor and
Licensee, if any, Licensor is under no obligation to maintain or support the copies of the Licensed Materials
made and distributed hereunder and Licensor has no obligation to furnish Licensee with any further
assistance, documentation or information of any nature or kind.

9. Term. This License Agreement is effective upon Licensee installing or downloading the Software and
shall continue until terminated. Licensee may terminate this License Agreement at any time by returning
the Licensed Materials and all copies thereof and extracts therefrom to Licensor and certifying to Licensor
in writing that all Licensed Materials and all copies thereof and extracts therefrom have been returned or
erased by the memory of Licensee's computer or made non-readable. Licensor may terminate this License
Agreement upon the breach by Licensee of any term hereof. Upon such termination by Licensor, Licensee
agrees to return to Licensor or destroy the Licensed Materials and all copies and portions thereof.

10. Governing Law. This License Agreement shall be construed and governed in accordance with the laws of
the State of California and controlling U.S. federal law. No choice of law rules of any jurisdiction will

apply.

11. Severability. Should any term of this License Agreement be declared void or unenforceable by any court
of competent jurisdiction, this Agreement will remain in effect with the term omitted, unless omission
would frustrate the intent of the parties, in which case this Agreement will immediately terminate.

12. No Waiver. The failure of either party to enforce any rights granted hereunder or to take action against
the other party in the event of any breach hereunder shall not be deemed a waiver by that party as to
subsequent enforcement of rights or subsequent actions in the event of future breaches.
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13. Notes to United States Government Users. Software and documentation are provided with restricted
rights. Use, duplication or disclosure by the government is subject to (i) restrictions set forth in GSA ADP
Schedule Contract with ALU's reseller or distributor.(s), or (ii) restrictions set forth in subparagraph (c) (1)
and (2) of 48 CFR 52.227-19, as applicable.

14. Third Party Materials. Licensee is notified that the Software contains or may be accompanied by or
packaged with third party software and materials licensed to Licensor by certain Suppliers and/or
Authorized Representatives. Some Suppliers and/or Authorized Representatives are third party
beneficiaries to this License Agreement with full rights of enforcement. Please refer to the file entitled
"Third Party Licenses and Notices" in the user's documentation residing on the media for the Suppliers
and/or Authorized Representatives license and notice terms. You agree to accept the license terms,
including Warranty terms, of any and all such third party end user license agreements included in the
Software or Documentation.

15. The Asset Management feature may be chosen during installation, it collects and stores information
such as; the make, model and serial number of Licensee’s devices, the device software version numbers
and system uptime information and such other information that would, in Licensors sole discretion, be
utilized to improve the customer experience. The information helps us to diagnose potential problems, if
any, in the software. We may or may not use the diagnostic information, in our sole discretion, to provide
support solutions, including updates, upgrades or services packs, if any are made generally available. We
will not use the Asset Management feature to track, collect or upload any data that personally identifies
You (such as your name, address, email address) except Customer information provided to us by You.
Licensee may opt-out of providing this data during installation of the Software by, as the case may be,
checking or un-checking the box adjacent to the Asset Management feature option. If the box next to the
Asset Management feature option is not checked the option will not be activated. If You decide to activate
the Asset Management feature after full installation, You may do so by following the instructions on the
Preference page for Asset Management in You OmniVista 2500 client. Your use of the software constitutes
your acknowledgment and agreement to the terms of use.

16. Entire Agreement. This Agreement is the complete and exclusive agreement between the parties with
respect to the subject matter hereof, superseding and replacing any and all prior agreements,
communications, and understandings (both written and oral) regarding such subject matter. This
Agreement may only be modified, or any rights under it waived, by a written document executed by
Officers of both parties. Any provisions of either purchase order, invoice, or similar document submitted by
Licensee to Licensor, which are in addition to or inconsistent with the terms and conditions of this
Agreement will be deemed stricken from such document.

17. Notices. If Licensee has any questions concerning this product or would like to otherwise contact ALU E,
please write to:

Alcatel-Lucent Enterprise USA, Inc., 26801 West Agoura Road, Calabasas, CA 91301

ATTN: Sales.

Copyright 2016 Alcatel-Lucent Enterprise USA, Inc.
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APl User Guide

How to access APl interface in Express mode

For the Northbound requirements, we provide five objects: user, group, ap, system,

wlan. The process is as follows:


anchor-from://c1
anchor-from://c6
anchor-from://c98

Step 1:Get PVC IP address

The web developer first needs to call the system.getPvc method via the following url to get the pvcip.

Url:

http://anyip address:8080/apiaccess

Step 2:Login to PVC

After that through the following url with pvcip call user.logln method to get the session.

Url:

http://pvcip address:8080/apiaccess

If the PVC switch, you need to re-run Step1 to get a new pvcip.

Step 3:APIl access

After that through the following url with pvcip call other methods, each call must carry the session.

Url:

http://pvcip address:8080/apiaccess

If no method is called within 10 minutes, the session will be invalid.

Only by re-executing Step2 to get a valid session, other methods can be called normally.

Step 4: Logout

Finally, when you no longer call other methods, you need to call the user.log_out method to delete the session by
using the following url.

Url:

http://pvcip address:8080/apiaccess

1.user object

For the user object, provide two methods: user.login, user.logOut.

user.logln

Description:

This is the login method.

Request:


anchor-from://c103
anchor-from://c109
anchor-from://c117
anchor-from://c127
anchor-from://c133
anchor-from://c136

"id": 1,
"jsonrpc": "2.0",
"method": "user.logIn",

"params": {
"username":"Administrator",
"password":"21232f297a57a5a743894a0e4a801fc3"

}

Note: Only use the Administrator account to log in.

Request Parameters:

params type description
username string The default username is Administrator.
password string The default password is 21232f297a57a5a743894a0e4a801fc3.
Response:
{
"id": 1,
"jsonrpc": "2.0",
"result": {
"success": "true/false",
"message": "No id/No method/Login success/Login log account lock/Login log Password

error xxx/Login log account banned/Login log saveSessionid error/login log saveSessionValid
error/Please access pvc/No params/No username/No password/Can not get password/The username is
not Administrator",

"sessionId":"2eb79fc698f7894349fe2605f37Fdf3e"

Return Values:

result type description

If the interface is called successfully, this parameter is true.If the interface fails to

success string ) )
call, this parameter is false.

message string Return the result information of the call.

Valid session, call other methods must be carry it. If success is false, then there

sessionld string ) .
will be no sessionld parameter.

user.logOut

Description:

This is the logout method.


anchor-from://c180

Request:

{
"id": 4,
"jsonrpc": "2.0",
"method": "user.logOut",
"session": "©38eld7b1735c6a5436ee9eae@95879%¢e",
"params": {}
}
Response:
{
"id": 4,
"jsonrpc": "2.0",
"result": {
"success": "true/false",
"message": "No id/No method/Invalid session/Log out success/Log out fail/Please access
pvc"
}
}

Return Values:

result type description

If the interface is called successfully, this parameter is true.If the interface fails to

success string ) )
call, this parameter is false.

message string Return the result information of the call.
2.ap object

For the ap object, provide two methods: ap.getSysteminfo, ap.getClient.

ap.getSysteminfo

Description:

Show AP details (AP Model, AP MAC, AP IP, UP time, AP SW version running).

Request:


anchor-from://c205
anchor-from://c208

"id": 1,

"jsonrpc": "2.0",

"method": "ap.getSystemInfo",

"session": "©38eld7b1735c6a5436ee9eae@95879%¢e",
"params": {

"apmac":"aa:bb:cc:dd:ee:ff"

Request Parameters:

params type description
apmac string An ap mac.
Response:
{
"id": 1,
"jsonrpc": "2.0",
"result": {
"apinfo":{
"model": "OAW-AP1221",
"mac": "aa:bb:cc:dd:ee:ff",
"ip": "192.168.20.1",
"uptime": 95458,
"version": "3.0.0.57",
"location": "home"
¥
"success": "true/false",
"message": "No id/No method/Invalid session/Please access pvc/No params/Ubus lookup id

failed/Ubus call nbm failed, status = xxx/Failed to get nbm return value/No topic/Mqtt pub
fail/Mqtt timeout/Get ap info success”

}

Return Values:



result type description

If the interface is called successfully, this parameter is true.If the interface fails to

success string call, this parameter is false.
message string Return the result information of the call.
apinfo object The details of ap. If success is false, then there will be no apinfo object.
model string Return ap's model, it belongs to apinfo object.
mac string Return ap's mac, it belongs to apinfo object.
ip string Return the ip address of ap, it belongs to apinfo object.
uptime int Return the total seconds of ap run time.
version string Return ap's version, it belongs to apinfo object.
location string Return ap's location, it belongs to apinfo object.
ap.getClient
Description:

Get the total number of clients connected on an ap, and also get the list of client connected on
an ap.

Request:

"id": 1,
"jsonrpc": "2.0",
"method": "ap.getClient",
"session": "@38eld7b1735c6a5436ee9eae@95879e",
"params": {
"apmac":"aa:bb:cc:dd:ee:ff"

Request Parameters:

params type description

apmac string An ap mac.

Response:


anchor-from://c272

"id": 1,
"jsonrpc": "2.0",
"result": {
"total": 1,
"users": [
{
"on_line": true,
"mac": "b@:e2:35:24:e6:54",
"ap": "46:07:5a:fa:a2:6a",
vap": "46:07:5a:fa:a2:77",
"wlanid": 3,
"radioid": 1,
"AssocationSSID": "123",
"AttachedBand": 5,
"Channel": 161,
"AuthType": "OPEN",
"Portal_username":
"ip": "192.168.20.189",
"uptime": 15,

"livetime": 0O,

"signal": 35,

"mode": 19,

"rx_rate": 390000,
"rx_wifirate": 1733300,
"rx_bytes": 72129,
"tx_rate": 27000,
"tx_wifirate": 1733300,
"tx_bytes": 53132,
"portal_enable": false,
"portal_type": "wifidog",
"portal_state": "know",
"devtype": "Mobile",
"hostname": "MI5-xiaomishouji",
"ostype": "Android",

"devmodel": ,
"cputype": ""
"delaytime": 9999999,
"packetloss": 100,
"rx_retr": 0,
"tx_retr": 0,
"up_package": 165,
"down_package": 735,
"up_rate": 6,
"down_rate": 4

]

"success": "true/false",

"message": "No id/No method/Invalid session/Please access pvc/No params/Ubus lookup id
failed/Ubus call nbm failed, status = xxx/Failed to get nbm return value/No topic/Mgtt pub
fail/Mqtt timeout/Get clients success/Um return error"

}



Return Values:

result type description

If the interface is called successfully, this parameter is true.If the interface fails to

success string ) )
call, this parameter is false.
message string Return the result information of the call.

Return the total number of clients connected on an ap. If success parameter is
false, then there will be no total parameter.

total int

Return the list of clients info connected on an ap. If success parameter is false,

users array .
then there will be no users parameter.

3.system object
For the system object, provide three methods: system.saveConfig, system.getPvc,system.getApList.

system.saveConfig

Description:

Save the configuration for the cluster.

Request:
{
"id": 1,
"jsonrpc": "2.0",
"method": "system.saveConfig",

"session": "@38eld7b1735c6a5436ee9eae@95879%¢e",
"params": {}

}
Response:
{
"id": 1,
"jsonrpc": "2.0",
"result": {
"success": "true/false",
"message": "No id/No method/Invalid session/Please access pvc/Ubus lookup id failed/Ubus

call nbm failed, status = xxx/Failed to get nbm return value/Mqtt pub fail/Mqgtt timeout/Uc return
error/Save config success"”

}

Return Values:
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result type description

If the interface is called successfully, this parameter is true.If the interface fails to

success string ) .
call, this parameter is false.

message string Return the result information of the call.

system.getPvc

Description:

Show which ap is the pvc. Accessed by username & password

Request:

"id": 1,

"jsonrpc": "2.0",
"method": "system.getPvc",
"params": {

"username":"Administrator",
"password":"21232f297a57a5a743894a0e4a801fc3"

Request Parameters:

params type description
username string The default username is Administrator.
password string The default password is 21232f297a57a5a743894a0e4a801fc3.
Response:
{
"id": 1,
"jsonrpc": "2.0",
"result": {
"pvcip": "192.168.20.1",
"success": "true/false",
"message": "No id/No method/Get pvc success/Can not get password/Password wrong/No

params/No username/No password"

}

Return Values:
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result type description

If the interface is called successfully, this parameter is true.If the interface fails to

success string ) .
call, this parameter is false.

message string Return the result information of the call.

Return the ip address of pvc. The web developer first needs to call the method to

pvcip string . . . .
get the pvcip. If success is false, then there will be no pvcip parameter.
system.getApList
Description:

Get the Ap List for the cluster.

Request:

"id": 1,

"jsonrpc": "2.0",

"method": "system.getAplList",

"session": "©38eld7b1735c6a5436ee9eae095879%¢e",
"params": {}

Response:
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"id": 1,
"jsonrpc": "2.0",
"result": {
"aps": [
{

"ap_name": "AP-2B:EQ",

mac :

ip":

"b0:e2:35:24:2b:e0",
"192.168.20.189",

"status": 3,

"role

"1 1,

"version": "3.0.3.13"

"ap_name": "AP-E6:54",

mac :

ip":

"b0:e2:35:24:e6:54",
"192.168.20.182",

"status": 3,

"role": 2,

"version": "3.0.3.13"

1

"success": "true/false",

"message": "No id/No method/Invalid

session/Please access pvc/Ubus

lookup id failed/Ubus

call nbm failed, status = xxx/Failed to get nbm return value/Can't execute command/Get aplist

success/The aplist is null"

}

Return Values:

result type

success string

message string

aps array

Return aps Values:

description

If the interface is called successfully, this parameter is true.If the interface fails to

call, this parameter is false.
Return the result information of the call.

Please refer to [Return aps Values].



aps
ap_name
mac

ip

status
role

version

type
string
string
string
integer
integer

string

4.wlan object

description

Return ap's name.

Return ap's mac.

Return the ip address of ap.

Return ap's status. 1:Joining; 2:Initializing;3:Working;4:Down.
Return ap's role. 1:PVC;2:SVC;3:VC.

Return ap's version.

For the wlan object, provide three methods: wlan.create, wlan.delete, wlan.get.

wlan.create

Description:

Create the various type of essid. It can be controllable time based.
Allow creation of a essid as standard open.

Request:
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"id": 1,
"jsonrpc": "2.0",
"method"”: "wlan.create",

"session": "©38eld7bl735c6a5436ee9eae095879%e",

"params": {
"essid":"mywifi",

"actionrange":"group",
"groupList": [
"aa:bb:cc:dd:ee:f0",
"aa:bb:cc:dd:ee:f1",
"aa:bb:cc:dd:ee:f2"
1,
"allowBand":"all",
"ssidEnable":"enable",
"hideSSID":"disable",
"securitylLevel":"Personal",
"encryptionType":"wpa-psk-aes",
"passphrase":"12345678",

"ap_bridge":"enable",
"broadcastFilterARP":"disable",

"multicastOptimization":"disable",

"maxClientsPerBand":13,
"e0211rStatus":"disable",
"e0211kStatus":"disable",
"e@211vStatus":"disable",
"okcStatus":"enable",
"wlanTimer":{
"enable":false,
"periodType":"daily",
"period":{
"enable":false,
"startTime":"10:59",
"endTime":"22:59"

3

"upstreamBandwidth":3,

"downstreamBandwidth":4,

"redirectStatus":"disable",

"vlanNumber":123,

"AuthServer":{
"authenticationPort":1812,
"authIp":"192.168.21.123",
"authSecret":"2345678"

bs

"radiusAccounting": true,

"AccServer":{
"accountingPort":1813,
"accountIp":"192.168.21.111",
"accountSecret":"123456"

//"group” or "all"

//"Personal" or "Open" or "Enterprise"

//"daily" or "weekend" or "weekday"

//false:all day, true:period start.
// hour and mins



Note: No matter which ap is applied to each WLAN, the number of wlan configured for each radio
band can not more than seven.

Request Parameters:



params

essid

actionrange

groupList

allowBand

ssidEnable

hideSSID

securityLevel

encryptionType

passphrase

ap_bridge
broadcastFilterARP

multicastOptimization

type

string

enum

string

enum

enum

enum

enum

enum

string

enum
enum

enum

validation

1-32 characters except
space. It also can't begin
with *.and end with ]

group/all

Valid apmac list

2.4/5/all

enable/disable

enable/disable

Open/Personal/Enterprise

wpa-psk-tkip, wpa-psk-
aes, wpa-psk-aes-tkip,
wpa2-psk-tkip, wpa2-psk-
aes, dynamic-wep, wpa-
tkip, wpa-aes, wpa2-tkip,
wpaz2-aes

8-63 characters except
space. It also can't

include "=

enable/disable
enable/disable

enable/disable

description

Name that uniquely identifies a wireless
network. If the name repeats, it will
overwrite the wlan with the same name.

If the actionrange is group, the essid
will be enabled/disabled in the group. If
the actionrange is all, the essid will be
enabled/disabled in all aps.

If the actionrange is group, the
groupList need to be filled. If not, it
does not need to be filled.

Configures the radio frequency band on
which this essid will be broadcast. You
can select either 2.4 GHz, 5 GHz, or all
to specify both bands.

Enables or disables the essid.

Enables or disables hiding of the essid
name in beacon frames. Note that
hiding the essid does very little to
increase security.

If the securityLevel is Open, the
encryptionType does not need to be
filled. If the securityLevel is Personal,
the encryptionType will be one of the
following values: wpa-psk-tkip, wpa-
psk-aes, wpa-psk-aes-tkip, wpa2-psk-
tkip, wpa2-psk-aes. If the securityLevel
is Enterprise, the encryptionType will
be one of the following values:
dynamic-wep, wpa-tkip, wpa-aes, wpa2-
tkip, wpa2-aes.

WPA passphrase. If the securityLevel
is Personal, this parameter needs to
be filled. If not, it does not need to be
filled.



maxClientsPerBand

e0211rStatus

e0211kStatus

e0211vStatus

okcStatus

wlanTimer

upstreamBandwidth

downstreamBandwidth

redirectStatus

vlanNumber

AuthServer

radiusAccounting

AccServer

integer

enum

enum

enum

enum

object

integer

integer

enum

integer

object

bool

object

Request wlanTimer Parameters:

1-120

enable/disable

enable/disable

enable/disable

enable/disable

Please refer to [Request
wlanTimer Parameters]

0-65536

0-65536

enable/disable

0-4094

authenticationPort: 1-
65535, authlp: valid IP,
authSecret: 1-64

characters except space.

It also can't include "=

true/false

accountingPort: 1-65535,
accountlp: valid IP,
accountSecret: 1-64

characters except space.

It also can't include "=

If the securityLevel is Personal and
Enterprise, this parameter need to be
filled. If not, it does not need to be
filled.

If the securityLevel is Enterprise, this
parameter need to be filled. If not, it
does not need to be filled.

If the securityLevel is Open, this
parameter need to be filled. If not, it
does not need to be filled.

If the securityLevel is Enterprise,
these parameters need to be filled. If
not, it does not need to be filled.

If the securityLevel is Enterprise,
these parameters need to be filled.If
not, it does not need to be filled.

If the securityLevel is Enterprise and
the radiusAccounting is true, these

parameters need to be filled.If not, it
does not need to be filled.



wlanTimer type validation description

If this parameter is true, time control is valid. If not,

enable bool true/false ) o )
time control is invalid.
) ) If the enable is true, this parameter need to be
periodType enum daily/weekend/weekday , i i
filled. If not, it does not need to be filled.
) ) Please refer to [Request If the enable is true, the period object need to be
period object . } ) )
period Parameters] filled. If not, it does not need to be filled.

Request period Parameters:

Period type validation description

If the enable is false, this wlan effective all day. If not, this wlan
enable bool true/false ) . .
effective from startTime to endTime.

If the enable is true, this parameter need to be filled. If not, it does

startTime string hour:mins i
not need to be filled.

If the enable is true, this parameter need to be filled. If not, it does

mins string hour:mins i
not need to be filled.
Response:

{

"id": 1,

"jsonrpc": "2.0",

"result": {

"success": "true/false",

"message”: "No id/No method/Invalid session/No params/Ubus lookup id failed/Ubus call
nbm failed, status = xxx/Failed to get nbm return value/Please access pvc/The parameter is wrong:
xxx/Mqgtt pub fail/Mqgtt timeout/Wlan return error/Create wlan fail/Create wlan success/The number
of wlan configured for each radio band can not more than seven"

}
Return Values:

result type description

If the interface is called successfully, this parameter is true.If the interface fails to

success string . .
call, this parameter is false.

message string Return the result information of the call.

wlan.delete

Description:
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Delete the essid in a group.

Request:
{
"id": 1,
"jsonrpc": "2.0",
"method": "wlan.delete",

"session": "©38eld7b1735c6a5436ee9eae@95879%¢e",
"params": {

"essid":"mywifi"

Request Parameters:

params type description
essid string Name that uniquely identifies a wireless network.

Response:

"id": 1,
"jsonrpc": "2.0",
"result": {
"success": "true/false",
"message": "No id/No method/Invalid session/No params/Ubus lookup id failed/Ubus call
nbm failed, status = xxx/Failed to get nbm return value/Please access pvc/No essid/Mgtt pub
fail/Mqtt timeout/Wlan return error/The essid is not exist/Delete wlan fail/Delete wlan success"

}

Return Values:

result type description

If the interface is called successfully, this parameter is true.If the interface fails to

success string . .
call, this parameter is false.
message string Return the result information of the call.
wlan.get
Description:

Check if a given essid exists.

If it exists, return wlan information.

Request:
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"id": 1,
"jsonrpc": "2.0",
"method": "wlan.get",

"session": "©38eld7b1735c6a5436ee9eae@95879%¢e",
"params": {

"essid":"mywifi"

Request Parameters:

params type description

essid string Name that uniquely identifies a wireless network.

Response:



"id": 1,

"jsonrpc": "2.0",

"result": {
"success":
"message":

nbm failed, status =
exist/No essid/Get wlan info error/Get wlan info success",

"wlaninfo": {
"essid":"mywifi",
"actionrange":"group",

"true/false",
"No id/No method/Invalid session/No params/Ubus lookup id failed/Ubus call

xxx/Failed to get nbm return value/Please access pvc/The essid is not

//"group” or "all"

"groupList": [
"aa:bb:cc:dd:ee:f0",
"aa:bb:cc:dd:ee:f1",
"aa:bb:cc:dd:ee:f2"

1,

"allowBand":"all",
"ssidEnable":"enable",
"hideSSID":"disable",
"securitylLevel":"Enterprise",
"encryptionType": "wpa-tkip",

"ap_bridge":"enable",

"broadcastFilterARP":"disable",

"multicastOptimization":"disable",

"maxClientsPerBand":13,

"e@211rStatus":"disable",

"e0211kStatus":"disable",

"e@211lvStatus":"disable",
"okcStatus":"enable",
"wlanTimer":{

"enable":true,
"periodType":"daily", //"daily" or "weekend" or "weekday"
"period":{

"enable":true,
"startTime":"10:59",
"endTime":"22:59"

// hour and mins

}s

"upstreamBandwidth":3,
"downstreamBandwidth" :4,
"redirectStatus":"disable",
"vlanNumber":123,

"AuthServer":{
"authenticationPort":1812,

"authIp":"192.168.21.123"
¥
"radiusAccounting": true,

"AccServer":{
"accountingPort":1813,

"accountIp":"192.168.21.111"



Return Values:

result type

success string

message string

wlaninfo object

Return wlaninfo Values:

description

If the interface is called successfully and the essid exists, this parameter is true.lf
the interface fails to call or the essid doesn't exist, this parameter is false.

Return the result information of the call.

If success is true, wlaninfo will display the details of the wlan. Please refer to
[Return wlanInfo Values] for details.



params
essid

actionrange

groupList

allowBand

ssidEnable

hideSSID

securityLevel

encryptionType

ap_bridge

broadcastFilterARP

multicastOptimization

maxClientsPerBand

e0211rStatus

e0211kStatus

e0211vStatus

okcStatus

wlanTimer
upstreamBandwidth

downstreamBandwidth

redirectStatus

vlanNumber

AuthServer

radiusAccounting

type
string

enum

string

enum

enum

enum

enum

enum

enum

enum

enum

integer

enum

enum

enum

enum

object
integer

integer

enum

integer

object

bool

description
Name that uniquely identifies a wireless network.
It means the application scope of the essid.

If the actionrange is group, the groupList will be displayed. If not, it
will not to be displayed.

Configures the radio frequency band on which this essid will be
broadcast.

Enables or disables the essid.

Enables or disables hiding of the essid name in beacon frames. Note
that hiding the essid does very little to increase security.

If the securityLevel is Open, the encryptionType does not to be
displayed. If not, it will to be displayed.

If the securityLevel is Personal and Enterprise, it will be displayed. If
not, it will not to be displayed.

If the securityLevel is Enterprise, it will be displayed. If not, it will not
to be displayed.

If the securityLevel is Open, it will be displayed. If not, it will not to
be displayed.

If the securityLevel is Enterprise, these parameters will be displayed.
If not, these parameters will not to be displayed.

If the securityLevel is Enterprise, it will be displayed. If not, it will not



to be displayed.

If the securityLevel is Enterprise and the radiusAccounting is true,
AccServer object these parameters will be displayed. If not, these parameters will not to
be displayed.
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